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WAF

1.1 Onboarding

Deploy two WAF
devices per datacenter

SITE1

appl_vla
Q_O

Four dedicated WAF instances are deployed across two datacenters.

Each WAF device has already been licensed, and a base configuration including hostname, and DNS
settings.
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Standalone WAF instances are load balanced by an existing HA pair of F5 LTM’s.

1.1.1 Networking

Complete the tasks required to get the WAF devices onto a network.

1.1.1.1 VLAN’s

Create New Vlans

T

i Frarrirrarr

Create a vlan on each WAF

8 Chapter 1. WAF
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Note: Itis required to complete the following task on both asm1.site1 asm2.site1

Navigate to: Network >> VLANs : VLAN List

I Main Network » VLANS : VLAN List
fe—l statisti 5 - | VLAN List VLAN Groups
[
b iApps
I x Searchl Create...
@ DNS ‘ 4 Name ‘ + Application ‘ 4 Tag Interfacs
[ ha_vian 69 1.2
& SSL Orchestrator
Deleta. .. |

() Local Traffic

(i }s} Acceleration

@ Device Management

0 Security
=
Interfaces

Routes

Self IPs

Packet Filters

Trunks

Tunnels

Route Do

Service Policies WLAN Groups

o -

Create a new vlan according to the following table.

Setting Value

Name site1_waf vlan
Tag 50

Interface 1.1 - Untagged

1.1. Onboarding 9
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astnarn asm1_site1_example com Da ] User: admin
0.1.10.14 ) 5

I ONLINE (ACTIVE)

Network » VLANS : VLAN List »» New VLAN...

General Properties

s epe MName ﬂsilm_waf_vlan
@ DNS Description ||
% SSL Orchestrator Tag ﬂ]m—
%ﬁ Local Traffic Resources
Interface:[1.2
.ﬁ Acceleration — IUn‘ta.gged
— ) —  Add
Device Management |
Interfaces 1.1 (untagged)
O Security
' Edit | Delete |
Interfaces
Configuration: |Advanced ||
routes Source Check |
Self IPs
MTU 1500
Frmnlend Milbaen

https://asm1.site1.example.com/tmui/Control/jspmap/tmui/locallb/network/vlan/create.jsp
https://asm2.site1.example.com/tmui/Control/jspmap/tmui/locallo/network/vlan/create.jsp

TMSH command for both asm1.site1 and asm2.site1:

TMSH

tmsh create net vlan site1_waf vlan { interfaces add { 1.1 {} } tag 50 }

Note: It is required to complete the following task on both asm1.site2 asm2.site2

Navigate to: Network >> VLANs : VLAN List

10 Chapter 1. WAF


https://asm1.site1.example.com/tmui/Control/jspmap/tmui/locallb/network/vlan/create.jsp
https://asm2.site1.example.com/tmui/Control/jspmap/tmui/locallb/network/vlan/create.jsp
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I Main Network » VLANs : VLAN List
e— Statistics 1t - | YLAN List VLAN Groups
[
E iApps
r % Search' Create. ..
@ DNS ‘ + Name ‘ + Application ‘ < Tag Interfact
[ ha_vian 69 1.2
% SSL Orchestrator
Delete... |

() Local Traffic

Acceleration

£ Device Management

O Security
S
Interfaces

Routes

Self IPs

Packet Filters

Trunks

Tunnels

Route Do

Service Policies WLAN Groups

Create a new vlan according to the following table.

Setting Value

Name site2_waf vlan
Tag 60

Interface 1.1 - Untagged

https://asm1.site2.example.com/tmui/Control/jspmap/tmui/locallb/network/vlan/create.jsp
https://asm2.site2.example.com/tmui/Control/jspmap/tmui/locallb/network/vlan/create.jsp

TMSH command for both asm1.site2 and asm?2.site2:

TMSH
tmsh create net vlan site2_waf_vlan { interfaces add { 1.1 { } } tag 60 }

1.1. Onboarding 11


https://asm1.site2.example.com/tmui/Control/jspmap/tmui/locallb/network/vlan/create.jsp
https://asm2.site2.example.com/tmui/Control/jspmap/tmui/locallb/network/vlan/create.jsp
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1.1.1.2 SELFIP’s

Create New IP Address

appl_vlan

12 12

Create an IP address on each WAF instance

Note: It is required to complete the following task on asm1.site1 asm2.sitel asm1.site2 and
asm2.site2

Navigate to: Network >> Self IPs

12 Chapter 1. WAF
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am asm_site1.example.com Ca Uszer. admin
0.1.10.14 Ti ) Adminisirator

] OMLINE (ACTIVE)
| standalone

Network » Self IPs
% ~ Self IP List

[—
-8 F . S
@ DNS |¢Name |¢ADHMDH‘¢|PMGF&SS|¢NEI]‘HHSK ‘#VLANITmneI‘
[0 ha_selfip 10.1.65.14 2552552660 ha_vian
% SSL Orchestrator
Delete... |

%ﬁ Local Traffic

Acceleration

@ Device Management

0 Security
R et

Interfaces

Routes

[ TP P

1. asmi.sitel

Create a new selfip on asm1.site1 according to the following table.

Setting Value

Name site1_waf_selfip
IP Address 10.1.50.14
Netmask 255.255.255.0
VLAN/Tunnel site1_waf vlan

https://asm1.site1.example.com/tmui/Control/jspmap/tmui/locallb/network/self_ip/create.jsp

TMSH command for asm1.site1:

TMSH
tmsh create net self site1_waf_selfip { address 10.1.50.14/24 vlan site1_waf_vlan }

2. asm2.site1

Create a new selfip on asm2.site1 according to the following table.

1.1. Onboarding 13


https://asm1.site1.example.com/tmui/Control/jspmap/tmui/locallb/network/self_ip/create.jsp
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Setting Value

Name site1_waf_selfip
IP Address 10.1.50.15
Netmask 255.255.255.0
VLAN/Tunnel site1_waf vlan

https://asm2.site1.example.com/tmui/Control/jspmap/tmui/locallb/network/self_ip/create.jsp

TMSH command for asm2.site1:

TMSH

tmsh create net self site1_waf_selfip { address 10.1.50.15/24 vlan site1_waf_vlan }

3. asm1.site2

Create a new selfip on asm1.site2 according to the following table.

Setting Value

Name site2_waf_selfip
IP Address 10.1.60.24
Netmask 255.255.255.0
VLAN/Tunnel site2_waf vlan

https://asm1.site2.example.com/tmui/Control/jspmap/tmui/locallb/network/self_ip/create.jsp

TMSH

tmsh create net self site2_waf_selfip { address 10.1.60.24/24 vlan site2_waf_vlan }

4. asm2.site2

Create a new selfip on asm2.site2 according to the following table.

Setting Value

Name site2_waf_selfip
IP Address 10.1.60.25
Netmask 255.255.255.0
VLAN/Tunnel site2_waf vlan

https://asm2.site2.example.com/tmui/Control/jspmap/tmui/locallb/network/self_ip/create.jsp

TMSH

tmsh create net self site2_waf_selfip { address 10.1.60.25/24 vlan site2_waf_vlan }

1.1.1.3 Default Route

Create a default gateway on each WAF

Navigate to: Network >> Routes

14
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https://asm2.site1.example.com/tmui/Control/jspmap/tmui/locallb/network/self_ip/create.jsp
https://asm1.site2.example.com/tmui/Control/jspmap/tmui/locallb/network/self_ip/create.jsp
https://asm2.site2.example.com/tmui/Control/jspmap/tmui/locallb/network/self_ip/create.jsp
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admin
dminiztrator

|| ONLINE (ACTIVE}
| standalone

Metwork » Routes

£ ~  Route List
—

) aoee Q o |

@ DNS |¢Name = Application %Destlnaﬁun|¢Netmask‘RDu ain|Res

Mo records to display.

% 551 Orchestrator
Delete .. | /

() Local Traffic

Acceleration

A * _
Device Management

O Security
£2) Network

Interfaces

Routes e

Self IPs

Darlkat Ciltare

1. Create a default gateway according to the table below.

Note: Itis required to complete the following task on both asm1.site1 asm2.site1

Setting Value

Name default_route
Destination 0.0.0.0
Netmask 0.0.0.0
Gateway Address 10.1.50.1

1.1. Onboarding 15
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asm1_site1.example.com

10.1.10.14

I OMNLINE (ACTIVE)

% SSL Orchestrator

) Local Traffic

Acceleration

= Device Management

O security

Interfaces
Routes

Self IPs

Daelrnd Cilbrre

Network > Routes »» New Route...

Properties

Description

Mame ﬂ | default_route

Destination sl 0.0.0.0

Metmask ﬁ | 0000

Resource |Use Gateway...

I Gateway Address [IP Address 10.1.50.1
MTU 1500
Cancel | Repeat | Finished |

https://asm1.site1.example.com/tmui/Control/jspmap/tmui/locallb/network/route/create.jsp

https://asm2.site1.example.com/tmui/Control/jspmap/tmui/locallb/network/route/create.jsp

TMSH command for asm1.site1 and asm2.site1:

TMSH

tmsh create net route default_route { gw 10.1.50.1 network default }

. Create a default gateway according to the table below.

Note: It is required to complete the following task on both asm1.site1 asm2.site1

Setting Value

Name default_route
Destination 0.0.0.0
Netmask 0.0.0.0
Gateway Address 10.1.60.1

https://asm1.site2.example.com/tmui/Control/jspmap/tmui/locallb/network/route/create.jsp

https://asm2.site2.example.com/tmui/Control/jspmap/tmui/locallb/network/route/create.jsp

TMSH command for asm1.site2 and asm2.site2:

16
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https://asm1.site1.example.com/tmui/Control/jspmap/tmui/locallb/network/route/create.jsp
https://asm2.site1.example.com/tmui/Control/jspmap/tmui/locallb/network/route/create.jsp
https://asm1.site2.example.com/tmui/Control/jspmap/tmui/locallb/network/route/create.jsp
https://asm2.site2.example.com/tmui/Control/jspmap/tmui/locallb/network/route/create.jsp

Reference Architecture Documentation

TMSH

tmsh create net route default_route { gw 10.1.60.1 network default }

1.1.1.4 Results

On the Jumpbox select the Putty icon on the desktop, and open asm1.site1.example.com

PuTTY Configuration
Categony:

[=I- Session | Bazic options for your PUT T session

i Lloggmg — Specify the destination you want to connect to
[=- Terminal

- Keyboard Host Mame [or IP address]
- Bel Iasm1 .site].example. com

- Features Connection type:

= Window " Raw © Telnet  Rlogin ™ 55H ¢ Serial
- Appearance
- Behawiowr

Load, save or delete a stored zezzion

- Translation Saved Sessions

- Selection Iasm1 .site].example. com

|:0|D.L,IIS Ciefault Settings = lﬂl
- Cannectian app

- Data 53] zite]. example. com
azm1.zite. example. com
azme.site]. example. com
; a3me. site2. example. com
- Rlagin bigip1. site1. example.com
H-55H

- Serial

- Prowy
- Telnet

Cloze window on exit:
 Always © Mever % Only on céEn exit

Dp?en Cancel

ﬂStartl (= Build Documentation —E. .. | = G I@ PuTTY Configuration

1.1. Onboarding 17
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= Terminal e R o4t 1 2 8 e
= Temina Host Mame [or IP address) Part
- Keyboard -
el Iasm'l.sne'l.example.com |22
. Features Connection type:
=1 Windon " Raw " Telet  Rlogin & 55H " Seral

i Appearance
- Behaviour
- Tranzlation

Load, zave or delete & stored zezzion

Saved Sezsions

f,'Start| (= BIG-IP® - asml.sitel.e... |

o = O @asml.snﬂ B asm2.SITEL

|§ asm1.SITE2 |§

1. From asm1.site1 ping the gateway
+ ping 10.1.50.1

2. From asm1.site1 ping bigip1.site1 and bigip2.site1
* ping 10.1.50.2
 ping 10.1.50.3

3. From asm1.site2 ping the gateway
* ping 10.1.60.1

4. From asm1.site2 ping bigip1.site2 and bigip2.site2
+ ping 10.1.60.2
* ping 10.1.60.3

1.1.2 Cluster

Create a trust relationship across all WAF devices

18
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Reference Architecture Documentation

Create a WAF Sync Network

WAF SYNC Network

1.1.2.1 ConfigSync IP

HA vlan and IP address have already been provisioned on each WAF device.

Log into each WAF and configure the system to use the IP address on the “ha_vlan” as the “Local Address”
for ConfigSync.

Navigate to: Device Management >> Devices >> asm1.site1.example.com

1.1. Onboarding 19
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IMﬂinIHeIpIAbml

Device Management » Devices » asmi.sitel.example.com

¥y ~ | Properties ConfigSync Failover Network | Mirroring

el Statistics

iApps

ConfigSync Configuration
&3 ons Local Address 101.69.14 (ha_vian)
& S5L Orchestrator Update

Eﬁj Local Traffic

'(‘-:'SJ Acceleration

' Device Management
Overview
Devices

Device Groups
Device Trust

Trafiic Groups

Security

D <

Network

System

Repeat the above step for all WAF devices

https://asm1.site1.example.com/tmui/Control/jspmap/tmui/devmgmt/device/configsync.jsp?name=
%2FCommon%2Fasm1.site1.example.com

https://asm2.site1.example.com/tmui/Control/jspmap/tmui/devmgmt/device/configsync.jsp?name=
%2FCommon%2Fasm2.site1.example.com

https://asm1.site2.example.com/tmui/Control/jspmap/tmui/devmgmt/device/configsync.jsp?name=
%2FCommon%2Fasm1.site2.example.com

https://asm2.site2.example.com/tmui/Control/jspmap/tmui/devmgmt/device/configsync.jsp?name=
%2FCommon%2Fasm2.site2.example.com

TMSH command for asm1.site1:

TMSH

tmsh modify cm device asm1.site1.example.com configsync-ip 10.1.69.14

TMSH command for asm2.site1:

TMSH

tmsh modify cm device asm2.site1.example.com configsync-ip 10.1.69.15

20 Chapter 1. WAF


https://asm1.site1.example.com/tmui/Control/jspmap/tmui/devmgmt/device/configsync.jsp?name=%2FCommon%2Fasm1.site1.example.com
https://asm1.site1.example.com/tmui/Control/jspmap/tmui/devmgmt/device/configsync.jsp?name=%2FCommon%2Fasm1.site1.example.com
https://asm2.site1.example.com/tmui/Control/jspmap/tmui/devmgmt/device/configsync.jsp?name=%2FCommon%2Fasm2.site1.example.com
https://asm2.site1.example.com/tmui/Control/jspmap/tmui/devmgmt/device/configsync.jsp?name=%2FCommon%2Fasm2.site1.example.com
https://asm1.site2.example.com/tmui/Control/jspmap/tmui/devmgmt/device/configsync.jsp?name=%2FCommon%2Fasm1.site2.example.com
https://asm1.site2.example.com/tmui/Control/jspmap/tmui/devmgmt/device/configsync.jsp?name=%2FCommon%2Fasm1.site2.example.com
https://asm2.site2.example.com/tmui/Control/jspmap/tmui/devmgmt/device/configsync.jsp?name=%2FCommon%2Fasm2.site2.example.com
https://asm2.site2.example.com/tmui/Control/jspmap/tmui/devmgmt/device/configsync.jsp?name=%2FCommon%2Fasm2.site2.example.com
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TMSH command for asm1.site2:

TMSH

tmsh modify cm device asm1.site2.example.com configsync-ip 10.1.69.24

TMSH command for asm2.site2:

TMSH

tmsh modify cm device asm2.site2.example.com configsync-ip 10.1.69.25

1.1.2.2 Trust Members

The following task only needs to be completed from asm1.site1
Navigate to: Device Management »> Device Trust : Device Trust Members

https://asm1.site1.example.com/tmui/Control/jspmap/tmui/devmgmt/device_trust/create.jsp

e asmi_site].example.com
10.1.10.14

| ONLINE (ACTIVE}

Device Management » Device Trust: Device Trust Members

¢ ~ | Local Domain Identity Device Trust Members
() tawws @ |
Peer and Subordinate Devices Add...
@nus |¢Name ‘éD Tl,rpe‘%H
No records to display.
% 55L Orchestrator
Delete |
Q:ﬁ Local Traffic
Acceleration
e
Overview
Devices

Device Groups °

Local Domdin

Traffic Groups

Device Trust @

O Security Members ‘h

ot Rlndanrorls

From the asm1.site1 Ul repeate the steps for adding trust with asm2.site1 asm1.site2 and asm2.site2

1.1. Onboarding 21
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Hostname Device IP Address
asmz2.site1.example.com 10.1.10.15
asm1.site2.example.com 10.1.10.24
asmz2.site2.example.com 10.1.10.25

I Main I Help I About Device Management »» Device Trust

F"*Ti Statistics
Retrieve Device Credentials (Step 1 of 3)
IApps
E — Device Type Peer

@ DNS Device |P Address I 1011015
% $SL Orchestrator Administrator Username I admin
Administrator Password I T

Eﬁj Local Traffic

= Verify Device Certificate (Step 2 of 3)

(0 24| Acceleration
Subiect IC=USIST=WAJ/L=Seatfle/0O=F5
I MNetworks/OU=IT/CN=asm2 site1. example_comiemailAddress=roo
Device Management
Management IP Address 10.1.10.15
Overview Expiration ¥ Sun Aug 27 14:30:28 CST 2027
Devices Serial Number De6T7cfDd
Device Groups Signed Yes
Device Trust SHA-1 T36c1728ae1ceddarfd12a38bdbeb807c 317003
Traffic Groups MD5 fO6E5ba220ac3a37704f553bbas%ec40
Add Device (Step 3 of 3)
O Security
I Name asm2_site1 example.com
£2) Network
Cancel | Add Device |
System

22 Chapter 1. WAF
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Device Management » Device Trust : Device Trust Members

|,._..d Statistics P » Local Domain Identity Device Trust Members

<} IApps
@ Peer and Subordinate Devices Add... |
@m&s . ¢ Name * Device Type * Hostname * Serial Number | MAC Address

’ [ asmi.site2 example.com Peer asmi.sited example.com 564dadec-a795-30fc-24afeadsllcd 22 60:53-92-4f
{; §5L Orchestrator

[0 asm2site1.example.com Peer 2sm2 sitel.example.com 564dadec-a795-30fc-24afeads00cd 2ec2:60:1fef 02 ‘

[ﬁ’_‘] Local Traffic [ asm2site2 example.com Peer asm2 site? example.com  S64dadec-a795-28fc-24aleadBingd 2::.:2:50:55:ca:b3|

_Delete |

(73 Acceleration

% Device Management

Overview
Devices
Device Groups
Dewice Trust
Traffic Groups
'»J Security
£2) Network
System

1.1.2.3 Changes Pending

1. From asm1.site1 click the “Changes Pending” link:
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=0l Comimor

]| ONLINE {ACTIVE)

ice Trust Members

Device Trust Members

Peer and Subordinate Devices

@ DNS ‘ ~ Name “ Device Type | = Hostname ~ Serial Number

[0 asm1.site? example.com Peer asmi site? example.com 584dadcc-a795-09fc-24a
% SSL Orchestrator

[ asm2.site1.example.com Peer asm2 site1 example.com 564dadec-a795-009fc-24a
@-ﬁ Local Traffic [0 asm2.site? example.com Peer asm2 site2 example.com 564dadcc-a795-09fc-24a

Delet
Acceleration LI

@ Device Management

Overview
Devices
Device Groups
Device Trust

Traffic Groups

m Security
2. Click “Sync”
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_q; 4 DNS Sync Issues ;

,_:E] SS1 Orchestrat = datasync-global-dg Changes Pending 4 Devices Sync-Only Group ManL
Ey rchestrator

F F‘ Local Traffic
r

o Changes Pending

(i 2a) Acceleration 4 devices with 4 different configurations

asm2.site.example.com made last configuration change on Tue Aug 29 10:35:62 2017

>:j‘ Device Management . )
asm1.site2 . example.com made last configuration change on Tue Aug 29 10:36:02 2017

Overview This device made last configuration change on Tue Aug 29 10:36:09 2017
Devices asm2.site2 example.com made last configuration change on Tue Aug 29 1004419 2017
Device Groups Recommended action: Synchronize asm2 site2 example.com to group datasync-global-do

Device Trust

Devices:
Traffic Groups
HA Sfatus |+ Mame Sync Status
[ 1 security : _
o ® & asm2.site2 example.com O In Sync :
[==) Network o & asm site1 example.com (Self) @ Does not have the last synced configuration
= (@] = asm.site2 example com @ Does not have the last synced configuration !
[f%] system
(@] ﬁ:ﬁ asm2.sitel.example.com @ Does not have the last synced configuration !
<
Sync Options: . T T
(@ Push the selected device configurat nt!t‘he ttgk S n c
(O Pull the most re ion to the 12 Oe
Sync

After initial synchronization devices will go “OFFLINE” for a few minutes.

1.1.2.4 Device Groups

The following task only needds to be completed from asm1.site1
Create a sync-only group that contains all four ASM devices

Navigate to: Device Management > Device Groups
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ame: asmi_site1 example.com
10.1.10.14

|| ONLINE (ACTIVE}
|| standalone

Device Management » Dev

yt ~  Device Group List
000000001

i) iawps @

1§ ® Se:arch' Create.
@Dus |AGr0upNar|e * Type ‘:
[0 datasync-global-dg (Includes Self) Sync-Only N

Delete... |

% 55L Orchestrator

() Local Traffic

Acceleration

== Device Management ﬁ

Owerview
Devices

Device Groups

Device Trust

Trafiic Groups

(:A_} Security

Create the device group according to the following table:

Setting Value

Name example.com_waf_sync-group
Group Type Sync-Only

Members Add all four WAF devices
Sync Type Automatic with Full Sync

Save on Automatic Sync Checked
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- asmi.zite1.example.com
0.1.10.14

Partition

| ONLINE (ACTIVE)

Device Management »» Device Groups »» New Dey

General Properties

tApps MName | example.cam_waf_sync-gmup| b
@ DNS Group Type |Sync-0nly . _
% 51 Orches: Description |

Configuration: |Advanced

[ﬁj Local Traffic

Includes Available
(" %) Acceleration ICommaon
e Members asm1 sitel.example.com = |
asm1.site2.example.com
@ Device Management asm?2 site1 example.com F |
asm2 site? example.com
Overview Sync Type |Aulomaﬁc with Full Sync _
Devices ) 1 . §
Save on Automatic Sync Save the configuration to file on the remote devices after an au

Device Groups

Device Trust Cancel | Repeat Flnlshedl

Traffic Groups

() security
https://asm1.site1.example.com/tmui/Control/jspmap/tmui/devmgmt/devicegroups/create.jsp

TMSH command for asm1.site1:

TMSH

tmsh create cm device-group example.com_waf sync-group { auto-sync enabled devices
add { asmi.sitel.example.com { } asmi.site2.example.ccom { } asm2.sitel.example.com { }
asm2.site2.example.com { } } full-load-on-sync true save-on-auto-sync true }

1.1.2.5 Sync... Again

1. From asm1.site1 click the “Not All Devices Synced” link:
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asm1_site1.example.com
0.1.10.14

I OMNLINE (ACTIVE)

Device Management » Device Groups » examg

£ - | Properties

General Properties

@ DNS Name example com_waf_sync-group
Group Type Sync-Only

% SSL Orchestrator
Description Il

Eﬁj Local Traffic
Configuration: |Advanced|v|

( -_}] Acceleration Includes Available
ICommon
i e d
=) Device Management TR zm siot sanplecon | I
asm2 sitel.example.com == |

Overview asm2 site2 exampla.com

Devices Sync Type | Automatic with Full Sync

Device Groups Save on Automatic Sync [ save the configuration to file on the remote devices after an au

Device Trust

Update | Delete |

Traffic Groups

m Security
2. Click “Sync”
The label may show “AWaiting Initial Sync”

TMSH command for asm1.site1:

TMSH

tmsh run /cm config-sync force-full-load-push to-group example.com_waf_sync-group

Be Patient. Sometimes initial sync takes a minute.

https://support.f5.com/csp/article/K14856
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1.1.3 Shared Objects

Replicate Common Profiles

- e FE

waf_health_monitor

waf_http_profile

Some configuration objects are common across all devices.

Common objects will replicate across the cluster.

1.1.3.1 Sync Folder

Create the sync folder.
This is a cli only task to be completed on asm1.site1

1. On the Jumpbox select the Putty icon on the desktop, and open asm1.site1.example.com
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[nZ01

Categony:

[=]- Sesgion

P Logging
= Teminal
- Keyboard
- Bell
- Features
(= Wikdow
- Appearance
- Behaviour
- Tranzlation
- Selection
- Colours
- Connection

- Data

- Progy

- Telnet

- Rlogin
H- 55H

- Serial

| Bagic options for wour FuT T session

— Specify the destination you want bo connect to
Host Hame [or P address] Puort

Iasm'l _gitel. example. com |22

Connection bype:

" Raw " Telhet ¢ Rlogin  S5H ¢ Serial

r~ Load, save or delete a stored sezsion
Saved Sessions

Iasm'l _zite . example. com

Default Settings

app

az ite] . example.com
azm]1.gite example.com
azmZ.gitel . example.com
azmZ. site example.com
bigip1.zite] . example. com

Close window on exit
© Alwaps O Mever O Only on gléan exit

0 |::en Cahcel

HStartl @ Build Documentation —E. .. | = EX e I@ PuTTY Configuration

2. Run the following command.

TMSH command for asm1.sitet:

TMSH

tmsh create sys folder shared device-group example.com_waf_sync-group traffic-group none

30

Chapter 1. WAF



Reference Architecture Documentation

() Local Traffic Delete... |

agility_pr. ..

(i f }5 Acceleration

: folder shared

inherit
traffic

Crstart| CEIGP®-amistetex.| o @ O @asml.snfl 2P asm2,SITEL | & asm1 572

1.1.3.2 HTTP Profile

The HTTP profile may be the same across all WAF devices.

Navigate to: Local Traffic »> Profiles : Services : HTTP
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asm1_site1 example com
10.1.10.14

OMNLINE (ACTIVE)

In Sync

Local TraT. »» Profiles |ttt

FTP

fr . | Senices

ICAP

Request Adapt

Response Ada
@ Local Traffic hitp-explicit pa pt
Metwork Map hitp-transparent Diameter
DHCPv4
Virtual Servers
DHCPvE
Paolicies
RADIUS
SIF
Ciphers Content
SMTP
iRules Persistence
SMTPS
FPools Protocol
Client LDAP
Modes 5501
Server LDAP
Monitors Authentication
ISession

https://asm1.site1.example.com/tmui/Control/jspmap/tmui/locallb/profile/http/create.jsp

Create an HTTP profile according to the table below.

Setting Value
Name shared/example.com_http_profile
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Local Traffic »» Profiles : Services : HTTP .. New HTTP Profile...

'5,5 DNS

% S5L Orchestrator

[:m Local Traffic

MNetwork Map
Virtual Servers
Paolicies
Profiles
Ciphers
iRules
Pools
Nodes
Monitars
Traffic Class

Address Translation

{-S | Acceleration
Pe— L

e T

TMSH command for asm1.site1:

General Properties

Name I shared/example.cc ?
Proxy Mode |Reverse .
Parent Profile hitp

Settings

Basic Auth Realm

Fallback Host

Fallback on Emor Codes
Request Header Erase
Request Header Insert
Response Headers Allowed
Request Chunking

Response Chunking
OneConnect Transformations

Redirect Rewrite
Encrypt Cockies

Cookie Encryption Passphrase

Confirm Cookie Encrvotion

| Prezerve .
| Selective .

Enabled

| Mone .
|
|

TMSH

tmsh create Itm profile http shared/example.com_http_profile

1.1.3.3 TCP Profile

TCP profiles are the same across WAF’s in all sites.

Navigate to: Local Traffic »> Profiles : Protocol : TCP

1.1. Onboarding
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Local Traffic »» Profiles : Pro

o -

Authenti

@ Lo F % Se:an:n|

% SSL Orchestrator " Name © Application | <
1 apm-forwarding-client-tcp tr
@ Local Traffic o 1 apm-forwarding-server-tcp e
Network Map i fa-tcpdan i
Vitual Servers | = f5-tep-mobile -]
Palicies o f9-icp-progressive te
ices tc

Services
ed tc

Content
P tr

iRyes Persistence

FastL4
fc
FastHTTP
TCP ®
4
Traffic Class Analytics ; UDP
Address Translation Message Routing SCTP
Other Any IP
Acceleration
= o
Create a TCP profile according to the table below.
Setting Value
Name shared/example.com_tcp_profile
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| Main I&m Local Traffic » Profiles : Protocol : TCP »» New TCP Profile...

/vl Siatistics

I Eharedfexample x

- General Properties /
iApps
. I Name

@ DNS Parent Profile [tcp
% S5L Orchestrator Timer Management
Close Wait Specify... 5 seconds
Em Local Traffic I - I
Fin Wait 1 [specify... [V]| 5 seconds
MNetwork Map
Fin Wait 2 Specify... [v|] 300 seconds
Virtual Servers I il I
Policies Idle Timeout [specify...[™] | 300 seconds
Profiles Keep Alive Interval [specify...[>] | 1800 seconds
Ciphers Minimum RTO 1000 milliseconds
iRules Reset On Timaout 4 Enabled
Fools Time Wait [Specity— [~][ 2000 milliseconds
Nodes Time Wait Recycle Enabled
Monitors
Zero Window Timeout | Specify... | 20000 milliseconds
Traffic Class
Address Translation Memory Management
Auto Proxy Buffer [
f_}_?] Acceleration Auto Receive Window |
= Auto Send Buffer O

TMSH command for asm1.site1:

TMSH

tmsh create Itm profile tcp shared/example.com_tcp_profile defaults-from 5-tcp-lan

1.1.3.4 Health Monitor

Create a common health monitor

Navigate to: Local Traffic >> Monitors >> New Monitor...
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asm1i_site1.example.com
10.1.10.14

OMNLINE (ACTIVE)

Local Traffic » Monitors

7% ~ Monitor List

§ Se:arch' o Create... |
| « Name | < Ap
= gateway_icmp

% SS5L Orchestrator

http

() Local Traffic http_head_f5

Metwork Map

Virtual Servers

Paolicies
Profiles
Ciphers real_server
Rules % snmp_dca
Pools I fep
Modes it tcp_echo

i tcp_half_open

varde

Create a health monitor on asm1.site1 according to the following table.

Setting Value

Name shared/example.com_https_monitor
Type HTTPS

Send String GET /login.php\ri\n
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- asm1_site1.example.com
10.1.10.14

| ONLINE (ACTIVE)

Local Traffic » Monitors »» New Mt

General Properties

ﬁ iApps I MName ﬂl sharedfexample.com_hittps_monitar

@ DNS Description ‘l
% $51 Orchestrator I Type ﬂlHWPS
Parent Monitor ‘ |httns .

) Local Traffic

Configuration: |Advanced

Network Map
Virtual Servers Interval |5— seconds
Policios Up Interval Disabled
Brofiles Time Uniil Up [0 seconds
Ciphers Timeout I‘Iﬁ— seconds
iRules Manual Resume O ves ® No
Pools —1 GET /login.phpirig| L
Modes Send Sfring
Monitors

TMSH command for asm1.site1:

tmsh create ltm monitor https shared/example.com_https_monitor send "GET /login.
—php\r\n"

https://support.f5.com/csp/article/K13397

1.1.3.5 Pools

Create a pool with a single member
Navigate to: Local Traffic »> Pools : Pool List

https://asm1.site1.example.com/tmui/Control/jspmap/tmui/locallb/pool/create.jsp
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| ONLINE (ACTIVE)

Local Traffic » Pools : Pool List

# - | Pool List
I

I ® Se:arch'
@nus ‘Bstams|AName

No records to display.

Deleta. .. |

% 551 Orchestrator

) Local Traffic

Network Map

Virtual Servers

Palicies
Profiles
Ciphers
iRules
Pools Pool List °

ches Statistics

Monitors

1. Create a pool on asm1.site1 according to the following table.

Setting Value

Name shared/site1_adc_https_pool

Health Monitors shared/example.com_https_monitor

New Members Node Name: shared/site1_adc_https_node
New Members Address: 10.1.50.100

Service Port 443
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Hostname: asm1.site1_example com P: 0
IP Address: 10.1.10.14 51 et I

I ONLINE (ACTIVE)
I In Sync

Local Traffic » Pools : Pool List » New Pool...

h "?i Statistics
Configuration: |EaSiC ~

iApps Name ﬁl shared/example.com_https_pool
@ DNS Description ‘l

{33 ssL orchestrator LT - At']’a"zb‘é
s_head_:
Eﬁj Local Traffs Health Monitors ;:Band ~
ocal Traffic
tcp_half_open W
Network Map udp
Virtual Servers Resources
Policies Load Balancing Method | |Round Rebin
Profiles Priority Group Activation | [Disabled  [~]
Ciphers
® New Node O New FQDN Node O Node List
iRules Node Name: | shared/site1_adc_https_node (Optional)
Pools Address: [ 10.1.50.100] x
Nodes Service Port [ 443 [HTTPS
Monitors New Members
R:1 P9 C:0 site1_adc_https_node 10.1.50.100 :443
Traffic Class

Address Translation

= Edit | _Delet
(i 24) Acceleration Lot | peite |

TMSH command for asm1.site1

TMSH

tmsh create Itm pool shared/site1_adc_https_pool monitor shared/example.com_https_monitor mem-
bers add { shared/site1_adc_https_node:443 { address 10.1.50.100 } }

2. Create a pool on asm1.site1 according to the following table.

Setting Value

Name shared/site2_adc_https_pool

Health Monitors shared/example.com_https_monitor

New Members Node Name: shared/site2_adc_https_node
New Members Address: 10.1.60.100

Service Port 443

TMSH command for asm1.site1

TMSH

tmsh create Itm pool shared/site2_adc_https_pool monitor shared/example.com_https_monitor mem-
bers add { shared/site2_adc_https_node:443 { address 10.1.60.100 } }
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1.1.4 Virtuals

WWww.exam ple.com

Site

Load Balancer &g H

203.0.113.9:443

; -
2 .
— -

External_vip:

[FrarTarirr

sitel_waf_vlan \
"\

o

| 10.1.50.0/24

appl_vlan

= ]
o o

]

-6
(&

An LTM VIP needs to be created in order to accept traffic from the ADC.

Navigate to: Local Traffic »> Virtual Servers : Virtual Server List >> New Virtual Server
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IMainIHeIpIAbmt

f"f?i Statistics

IApps

« ",

'\L} DNS

ﬁ SSL Orchestrator

i ] Local Traffic

Network Map
Virtual Senvers
Palicies
Profiles
Ciphers
iRules
Pools
MNodes
Monitors
Traffic Class

Address Translation

|_."ﬁ. Acceleration

Device Management
Q Security

L£2) Network

[i%] System

Local Traffic » Virtual Servers : Virtual Server List :» New Virtual Server...

General Properties

Name | wafl_virtual
Description |
| Type | Standard
| Source Address |
Destination Address/Mask | 10.1.50.101
Service Port [443 [HTTPS
Mofify Status to Viriual Address
State Enabled
Configuration:
Protocol TCP

Protocol Profile {Client)
Protocol Profile {Server)
HTTP Profile

HTTP Proxy Connect Profile
Traffic Acceleration Profile
FTP Profile

RTSF Profile

SOCKS Profile

Stream Profile

XML Profile

MQTT

| example.com_tep_profile

| (Use Client Profile)

|example.com_http_profile

|Nene
| None
None
None
None
None
None
O

Create VIPS on all four WAF devices according to the follwing tables

1. asm1.sitel
Setting Value
Name site1_waf1_virtual
Destination Address/Mask 10.1.50.101
Service Port 443
Protocol Profile (Client) shared/example.com_tcp_profile
HTTP Profile shared/example.com_http_profile
SSL Profile (Client) clientssl
SSL Profile (Server) serverss|
Source Address Translation Auto Map

Default Pool pool shared/site1_adc_https_pool

TMSH command for asm1.site1:
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tmsh create ltm virtual sitel_wafl_virtual { destination 10.1.50.101:https ip-

—protocol tcp profiles add { clientssl { context clientside } serverssl {_
—context serverside } shared/example.com_http_profile { } shared/example.com_tcp_
—profile { } } source-address-translation { type automap } security-log-profiles,,

—add { "Log all requests" } pool shared/sitel_adc_https_pool }

2. asm2.sitel
Setting Value
Name site1_waf2_virtual
Destination Address/Mask 10.1.50.102
Service Port 443
Protocol Profile (Client) shared/example.com_tcp_profile
HTTP Profile shared/example.com_http_profile
SSL Profile (Client) clientssl
SSL Profile (Server) serverssl|
Source Address Translation Auto Map
Default Pool pool shared/site1_adc_https_pool

TMSH command for asm2.site1:

tmsh create ltm virtual sitel_waf2_virtual { destination 10.1.50.102:https ip-—-
—protocol tcp profiles add { clientssl { context clientside } serverssl {_
—context serverside } shared/example.com_http_profile { } shared/example.com_tcp_
—profile { } } source-address-translation { type automap } security-log-profiles,,
—add { "Log all requests" } pool shared/sitel_adc_https_pool }

3. asmi.site?

Setting Value

Name site2_waf1_virtual

Destination Address/Mask 10.1.60.101

Service Port 443

Protocol Profile (Client) shared/example.com_tcp_profile
HTTP Profile shared/example.com_http_profile
SSL Profile (Client) clientssl

SSL Profile (Server) serverssl|

Source Address Translation Auto Map

Default Pool pool shared/site2_adc_https_pool

TMSH command for asm1.site2:

tmsh create ltm virtual site2_wafl_virtual { destination 10.1.60.101:https ip-
—protocol tcp profiles add { clientssl { context clientside } serverssl {
—context serverside } shared/example.com_http_profile { } shared/example.com_tcp_
—profile { } } source-address-translation { type automap } security-log-profiles_
—add { "Log all requests" } pool shared/site2_adc_https_pool }

4. asm2.site2
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Setting Value

Name site2_waf1_virtual
Destination Address/Mask 10.1.60.102
Service Port 443

Protocol Profile (Client)

shared/example.com_tcp_profile

HTTP Profile

shared/example.com_http_profile

SSL Profile (Client)

clientssl

SSL Profile (Server)

serverssl

Source Address Translation

Auto Map

Default Pool

pool shared/site2_adc_https_pool

TMSH command for asm2.site2:

—protocol tcp profiles add { clientssl {

tmsh create ltm virtual site2_waf2_virtual { destination 10.1.60.102:https ip-—
context clientside } serverssl {
—context serverside } shared/example.com_http_profile { } shared/example.com_tcp_
—profile { } } source-address-translation { type
—add { "Log all requests" } pool shared/site2_adc_https_pool }

automap } security-log-profiles_

https://support.f5.com/kb/en-us/products/big-ip_asm/manuals/product/asm-implementations-11-1-0/4.

html#conceptid

1.1.5 Security Policy

1.1.5.1 Sync

Configure global policy synchronization on asam1..site1 only

Navigate to: Security »> Options : Application Security : Synchronization : Application Security

Synchronization

Modify “Device Group” to enable “example.com_waf _sync-group”

1.1. Onboarding
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I Main Security » O & : Application Security : Synchronization : Application Security Synchronization
el es v |F tor | Ind figuration = | Synchronization
@ iApps Application Security Synchronization

‘ Dewice Group | [example com_waf_sync-group[v]

ICommonfasml.sitel.example.com

[Commenvasm1.site2 example.com
5 351 Orchestrator Device Group Members ICommonasma2 site1 exampla.com
ICommon/asm2 site2 example.com
[ Local Traffic | Device Group Type | Sync-Only
| Config Sync | Auto Syne
@ Acceleration
_Save |
g Device Management

Application Security
Protocol Security

Metwark Firewall
D03 Protection
Event Logs
Reparting
Security Updateg
Attack Signatures

Protocol Security

egExp Validator

E2) Network
(%) system

DoS Protection egrated Services

Preferences

1.1.5.2 Parent Child

Finally. ... Let’s create a policy.
Navigate to: Security »> Application Security : Security Policies : Policies List

Create a parent policy according to the following table

Setting Value

Policy Name example.com_parent_policy
Policy Type Parent

Policy Template Rapid Deployment Policy
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| Main Security » Application Security : Security Policies : Policies List

fe—l statistics % ~ Policies List Policy Groups Policies Summary | Policy Diff

) 1Apps Create Policy Cancel

@ DNS _ o — o L
On this screen you can configure policy settings for new policies and review policy settings for existin

Once a policy is configured, some setfings on this page will have a link for editing the setiing.
% 551 Orchestrator
Policy Name

example.com
ﬁ:ﬂ Local Traffic
Partition: Common
Acceleration Description

Device Management

O Security b

Overview
Application Security Policy Template ﬂ Rapid Deployment Policy
Protocol Security
Metwork Firewall
DoS Protection
Event Logs
Reporting
Security Updates
Options

https://asm1.site1.example.com/dms/policy/policies_ng.php?create_policy=1

Create a child policy according to the following table

Setting Value

Policy Name www.example.com_policy
Policy Type Security

Policy Template Rapid Deployment Policy
Virtual Server site1_waf2_virtual
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Security » Application Security : Security Policies : Policies List

1y ~ Policies List Policy Groups Policies Summary | Policy Diff

Create Policy Cancel

Bn this screen you can configure policy settings for new policies and review policy settings for existin
Once a policy is configured, some settings on this page will have a link for editing the setiing.

% 55L Orchestrator

Policy Name
www.example.com

() Local Traffic

Acceleration Description

— _
Device Management

Policy Type Parent
(:j Security

Partition: Common

Owerview
Policy Template - .
Application Security yeme _b Rapid Deployment Policy
Protocol Security Parent Policy

example_com
Metwork Firewall

DoS Protecfion Virtual Server ﬂ' site1_waf2_virtual

Event Logs
Reporting
Security Updates

Options

1.1.5.3 Associate Policy

Log into asm2.site1 asm1.site2 and asm2.site2 and associate the security policy to the VIPS.
Navigate to: Local Traffic »> Virtual Servers : Virtual Server List »> site1_waf2_virtual
Click Security and set “Application Security Policy” “Enabled” “www.example.com”

Repeat steps for all ASM devices.
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asm1 _site1_example.com
10.1.10.14

|| ONLINE (ACTIVE}

Local Traffic » Virtual Servers : Virtual Server List »» site1_waf1_virtual

Security

Policy Settings
@ DNS Destination 101,50 101-443
Senvice HTTPS

% 55L Orchestrator

Application Security Policy Policy: |www.example.com

() Local Traffic Senvice Policy @
Network Map I Intefligence

DoS Protection Profile

Selected Available
ICommon fCommon

AnE il Log all requesis << | Log illegal requesis
) global-network
iRules == | local-dos
FPools

U (]
Modes pdat

IMonitors

https://asm2.site1.example.com/tmui/Control/jspmap/tmui/locallb/virtual_server/security.jsp?name=
/Common/site1_waf2 virtual

https://asm1.site2.example.com/tmui/Control/jspmap/tmui/locallb/virtual_server/security.jsp?name=
/Common/site2_waf1_virtual

https://asm2.site2.example.com/tmui/Control/jspmap/tmui/locallb/virtual_server/security.jsp?name=
/Common/site2_waf2_virtual

1.1. Onboarding 47


https://asm2.site1.example.com/tmui/Control/jspmap/tmui/locallb/virtual_server/security.jsp?name=/Common/site1_waf2_virtual
https://asm2.site1.example.com/tmui/Control/jspmap/tmui/locallb/virtual_server/security.jsp?name=/Common/site1_waf2_virtual
https://asm1.site2.example.com/tmui/Control/jspmap/tmui/locallb/virtual_server/security.jsp?name=/Common/site2_waf1_virtual
https://asm1.site2.example.com/tmui/Control/jspmap/tmui/locallb/virtual_server/security.jsp?name=/Common/site2_waf1_virtual
https://asm2.site2.example.com/tmui/Control/jspmap/tmui/locallb/virtual_server/security.jsp?name=/Common/site2_waf2_virtual
https://asm2.site2.example.com/tmui/Control/jspmap/tmui/locallb/virtual_server/security.jsp?name=/Common/site2_waf2_virtual

Reference Architecture Documentation

1.1.6 Cut-Over

www.example.com

A load balancer is sending
traffic to the APP1 _pool

Load Balancer [§] ".Hr-:‘-':_:'

hde =ts
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www.example.com

Modify the load balancer to
send traffic to the WAF pool

Site
External_vip: 203.0.113.9:443
Load Balancer B HE'} :_: nm*m iﬁ ; > 5 -

sitel_waf vlan

Qo

10.1.50.0/24

Change the ADC load balancing configuration so that traffic goes through the WAF before the application
server.

Make the following changes on both bigip1.site1 and bigip1.site2.

Navigate to: Local Traffic >  Virtual Servers : Virtual Server List »
isp2_site2_www.example.com_tcp_https_virtual

Select “Resources” and associate the “site1_waf_https_pool”
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I Main Local Traffic » Virtual Servers : Virtual Server List »» isp2_site2_www.example.com_icp_hifj
o] statisti 1§ ~ | Properties Resnurces Security ~ | Siafistics Ed]
iApps
Load Balancing
[7=) wizards Default Pool | site2_waf_htips_pool
@ DNS Default Persistence Profile |N0ne . e
Fallback Persistence Profile |N0ne .
@ S55L Orchestrator
Update
[ﬁj Local Traffic
Network Map Liollized
Mame
Wirtual Servel
Mo records to display.
Policies
Profiles Policies
Ciphers Hape
Rules No records to display.
Pools
Nodes
Monitors
Traffic Class
Address Translation

T

https://bigip1.site1.example.com/tmui/Control/jspmap/tmui/locallb/virtual_server/properties.jsp?name=
/Common/isp1_site1_www.example.com_tcp_https_virtual

https://bigip1.site2.example.com/tmui/Control/jspmap/tmui/locallb/virtual_server/properties.jsp?name=
/Common/isp2_site2_www.example.com_tcp_https_virtual
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W\.’JW.EXBI’T‘IME.CDI’I’]

The WAF servers send app requests
to the load balancer internal VIP

Load Balancer

sitel_waf_vlan

S
10.1.50.0/24

1.2 Policy Tuning

WAF policies and
Four dedicated WAF instances are deployed across two datacenters.

Each WAF device has already been licensed, and a base configuration including hostname, and DNS
settings.

The dedicated WAF instances will be load balanced by the HA pair of F5 LTM's.

In this module we will complete the Layer 2 and Layer 3 connectivity.

1.3 Hack and Defend

Four dedicated WAF instances are deployed across two datacenters.

Each WAF device has already been licensed, and a base configuration including hostname, and DNS
settings.

The dedicated WAF instances will be load balanced by the HA pair of F5 LTM’s.
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DNS

2.1 Availability

2.1.1 Network Map

Each student pod consists of a remote site
and two datacenters connected to the

internet ’
Workstation

ISPA.SITE1 = 203.0.113.0/24 C
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Obtain login information
from lab instructor

O

- Remote Site

—y |

2y e AT— y -
erarrd e < 2 f5 -

+ O 30

Workstation
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DNS requests are sent the local DNS
servers, which recursively queries for
DNS on behalf of clients.

ispl_internet_vlan

- Remote Site
— |

= _arrerarrd

O
branch_vlan

IP =10.1.70.200

B =|GW =10.1.70.1

dig www.fS.com

IP=10.1.7131
DN5 = 10.1.70.200
DN5 = 10.1.70.210

IP =10.1.70.210
GW =10.1.70.1

. DC02
Workstation
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e,

ispl_internet_vlan

The BIG-IP is the default D
gateway for web browsing o

Remote Site

_ A
- " ET R = = . BIGdF 200 SERES 'y -
: EL_; i n:a.ru.ru."rq = _m____ e f5 :
O
branch_vlan ad_vlan
0
0
o [ ) IP = 10.1.70.200
—|GW =10.1.70.1
0 https://www.f5.com O DCO1
O IP=10.1.71.21 A
DNS = 10.1.70.200 ™ IP =10.1.70.210
= DNS = 10.1.70.210 GW = 10.1.70.1
/2 EE-N\NGW=10.1.711
DC02

Workstation
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The workstation has a connection O
to a “"Management Network” (o
O

router0l.branch0l.example.com = 10.1.10.31 _

0 0O O

0O (¢ - SLJ ‘

b [Erarrarrarr|

branch_vlan

O

o IP=10.1.71.31
|| DNS = 10.1.70.200
- DNS = 10.1.70.210
¥ EEE\GW=10.1.71.1
Workstation

O https://router0l.branch0l.example.com

ispl_internet_vlan

Remote Site
o -

* ad vlan

BHadP 2 SERES

IP = 10.1.70.200
GW =10.1.70.1

+ O

O =
DCO1

o

)
!

IP =10.1.70.210
- GW =10.1.70.1

DCO02

2.1. Availability
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The management network is
connected to each datacenter site.

Datacenters Remote Site

HA-Pair

Workstation

Application Servers

2.1.2 System

A BIG-IP System needs to be prepared before creating a GSLB configuration. Administrative tasks including
SNMP/DNS/NTP settings have already been completed. The task of creating a “Logging Profile” is the
beginning of this class. Create a log publisher and a DNS logging profile and then associate the two objects.
The DNS logging profile will then be associated to a DNS listener in a later task. For more informaton on
DNS logging, please refer to the link below.

1. Create a “Log Publisher”

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2
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| OMLINE (ACTIVE)
| Standalone

System

% SSL Orchestrator
loc al-db-publisher

O
Accelemﬁnn [0 sys-db-access-publisher
[0 sys-sso-access-publisher

Device Management et |
@ Network

File Managemen
Certificate Management
Disk Management
Software Management
License

Resource Provisioning
Platform

High Availability

Archives

_— Syst

Preferences Captufed Transact

Packe] Filter Options

sFlow

Local Waffic Remote Logging

Log Filters

Lg 4 pstinations

Configuration Log Publishers O)

Bihe c Ml cthad mcsmmamla =aae

Create a local syslog publisher according to the table below:

Field Value
Name local-syslog-publisher
Destinations local-syslog
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gtm1 site1 example.com Date; J
10.1.10.13 Time:

| ONLINE (ACTIVE)
| Standalone

System » Logs : Configuration : Log Publishers

General Properties
@ ] Name ' [ 1ocar-sysiog-publisher
@ DNS Description |
& 55L Orchestrator Log Destinations
; Selected Available
@ Gl Selon ICommon [Common
Destinations * il alertd
% Device Management e local-db
£2) Network
Cancel | Repeat | Finished
System
Configuration
File Management
Certificate Management
Disk Management
Software Management
TMSH command for both gtm1.site1 and gtm1.site2:
TMSH
tmsh create sys log-config publisher local-syslog-publisher { destinations replace-all-with { local-
syslog {}}}

2. Create a “Logging Profile”

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2
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| ONLINE (ACTIVE)
! Standalone

: DNS Logging

* | Other

Click<~Create’™
F x e o\b Crea'r;.ml

DNS

Protocol

Load Balancing

Zones

L3 Persistence

Caches iRules

Settings

 ss.comendf
() Acceleration

g Device Management

£3) Network

[f%] System

Statistics

Create a new DNS logging profile as shown in the table below.

Field Value

Name example_dns_logging_profile
Log Publisher local-syslog-publisher

Log Responses enabled

Include Query ID enabled
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gtm1_site1.example.com Date: Us admin

10.1.10.13 Time: IT) Role: Administrator

§ ONLINE (ACTIVE)

DNS » Delivery : Profiles : Other : DNS Logging » New...

General Properties
@ LI MName ﬂ | example_dns_logging_profile
@ DNS Description |
Delvery Configuration
GSLB - "
Log Publisher |local-sysiog-publisher
Zones Log Queries [V Enabled dife—
Caches ‘ Log Responses Enabled
Settings
Log Fields
& $5L Orchestrator ‘ Include Complete Answer Enabled
= ‘ Include Query ID WiEnabled fe—
{ 24) Acceleration
‘ Include Source Enabled
@ Device Management ‘ Include Timestamp Enabled
N ‘ Include View vl Enabled
£32) Network
Cancel | Repeat | Finished |
[%] system

TMSH command for both gtm1.site1 and gtm1.site2:

TMSH

tmsh create Itm profile dns-logging example_dns_logging_profile enable-response-logging yes
include-query-id yes log-publisher local-syslog-publisher

2.1.3 Settings

Configure a Sync-Group between our BIG-IP DNS servers. DNS-related configurations will replicate and
be in a consistent state between both BIG-IP DNS servers at all times. Please see the article below for
more information on BIG-IP DNS synchronization.

Note: This enables Config Sync on gtm1.site1 only. Config Sync for gtm1.site2 will be enabled at a
later step.
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. gimi sitel example.com Date: Ju

ss: 10.1.10.13 Tone: 12

|| ONLINE (ACTIVE)
| standalone

DNS » Settings : GSLB : General

% ~ Delivery * | G5LB

Configuration Synchronization

@ DNS Synchronize ———
Delivery Group Name I EXAMPLE_group fs—
GSLB Time Tolerance | 10 seconds
Zones Synchronize DNS Zone Files [ _
Caches

Configuration Save
Delivery

| Enabled
General

Load Balancing

Metrics Collection

| Auto-Lhiscover | &1 Enabled

| Request Interval “ 30 seconds
-@ Network Monitoring
Eﬂ System | Heartbeat Interval “ 10 seconds

Configure the global settings for GSLB according to the following table:

Field Value
Synchronize checked

Group Name EXAMPLE_group
Synchronize DNS Zone Files checked

The above work may alternatively be completed using the command line. Using Putty log into gtm1.site1
and issue the following command.

TMSH

tmsh modify gtm global-settings general synchronization yes synchronization-group-name EXAM-
PLE_group synchronize-zone-files yes

2.1.4 Listeners
A listener object is a specialized BIG-IP DNS virtual server that is configured to respond to DNS queries.
Without a listener, the BIG-IP DNS server has no open socket to ‘listen’ for queries.

Create both a TCP and UDP listener. UDP is the standard for DNS name resolution, and TCP is used when
a DNS response greater than 4096 bytes in size is required as well as for zone transfers.
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A listener will receive DNS
requests to an IP address
assigned by a service provider.

SITE1 o SITE2

ISPB.SITEZ = 198.51.100.0/24

ISPA.SITEL = 203.0.113.0/24 O
O DNS Listener = 198.51.100.40
DNS Listener = 203.0.113.8
o “Fees LR

2.1.4.1 DNS Profile

Configure a DNS profile to associate with the listener we have just created. The DNS profile is where we
define how to handle the DNS traffic received by the listener, this includes DNS specific features such as
DNSSEC, DNS Express and many others. For more informaton on DNS profiles, please refer to the link
below.

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2
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gtm1 site1.example.com

| OMLINE {ACTIVE)
| Standalone

DNS » Delivery : Profiles : DNS

o 3 Protoco

i = 0
|AName

o
(' ) Accsleration
g Device Management
L]
£5) Network
[£%] system
Create a new DNS profile as shown in the following table.
Field Value
Name example.com_dns_profile
DNSSEC Disabled
DNS Express Disabled
Unhandled Query Action Drop
Use BIND Server on Big-IP Disabled
Logging Enabled
Logging Profile example_dns_logging_profile
AVR statistics Sample Rate Enabled, 1/1 queries sampled
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| Main [ Help I About DNS » Delivery : Profiles : DNS » Properties : example.com_dns_profile

[ j Statistics
E iApps
General Properties
% DNs Name
Pariition / Path Common
Dalivery
Pr Iy w
— Parent Profile dns ]
Zones Denial of Service Protection Custom ]
Caches Rapid Response Moda [Dsabiea[~] O
Settings Rapid Response Last Action Drop a
( 2% Acceleration Hardware Acceleration
Protocol Validation lDlsaDIed =] |
S Device Management
Response Cathe lmsamed . O
5,—_% Network ;
DNS Features
[£¥] system DNSSEC m— /|
GSLB [Enabled [~] O
DNS Express m— 7
DNS Cache lDlsaIJle-d ~] O
DNS Cache Name |Sclec1 w O
DNS IPvE to IPv4 |n|.L=.1hIen . O
Unhandled Guery Actions Drop 1% — /|
Use BIND Server on BIG-P W .ﬁ
DNS Traffic
Zone Transfer IUlsamm . O
DINS Security Inlsahlen . O
DNS Security Profile Name [Setect_[+] O
Process Recursion Desired IEnaDIed . O
Logging and Reporting
Logging Profile I |example_dns_logging_profile || I
AVR Statistics Sample Rate B Enabled 1/[ 1 queries sampled ﬁ

TMSH command for both gtm1.site1 and gtm1.site2:

TMSH

tmsh create Itm profile dns example.com_dns_profile use-local-bind no unhandled-query-action drop log-
profile example_dns_logging_profile enable-logging yes avr-dnsstat-sample-rate 1 enable-dns-express no
enable-dnssec no

2.1.4.2 UDP Profile

Next, we are going to define a UDP profile. A UDP profile will instruct the BIG-IP DNS listener on how to
handle UDP traffic. The DNS profile we created earlier instructs the BIG-IP DNS on how to process the
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layer 7 data inside of the UDP packets, but not how to handle the UDP protocol itself. For more information
on UDP profiles, please refer to the link below.

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2

Date: Ju

Time: 1

| ONLINE (ACTIVE)
| Standalone

DMH5 » Delivery : Profiles : Protocol : UDP C||Ck “Create"

75 - | DNS Protocol Other

GSLB u

Zones
Caches

Settings

@ SSL Orchestrator
(" i) Acceleration

&= Device Management
52 Network

[£%] System

Create a new UDP profile as shown in the following table:

Field Value
Name example.com_udp-dns_profile
Parent Profile udp_gtm_dns
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gtm1 site1 example.com
10.1.10.13

| ONLINE (ACTIVE}

DNS » Delivery : Prohles : Protocol : UDP »» New UDP Profile...

General Properties
_45) 1AppS Name g example.com_udp-dns_profile
&3 ons Parent Profile ====——=====gpfudp_gtm_ans v
Delivery settings Custom D
GSLB | Proxy Maximum Segment In O
Zones idie Timeout [Speciy_. >[5 seconds O
Caches | IP ToS [specity.— [v]]o -
Settings ) O
Link QoS |Specify... fo
= ) Acceleration Datagram LB Enabled O
o | Allow No Payload O O
Device Management
| TTL Mode Proxy -
£3) Network | Don't Fragment Mode PWTU =
System | Max Buffer Bytes [6s5350 o
| Max Buffer Packets [o .

TMSH command for both gtm1.site1 and gtm1.site2:

TMSH

tmsh create Itm profile udp example.com_udp-dns_profile defaults-from udp_gtm_dns

2.1.4.3 TCP Profile

Similarily, we will need to define a TCP profile. A TCP profile will instruct the BIG-IP DNS listener on how
to handle TCP traffic. For more information on TCP profiles, please refer to the link below.

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2
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OMNLINE (ACTIVE)
Standalone

DMS » Delivery : Profiles : F

Protocol

‘eName |¢ i IePamntr

I-tcp tcp-legacy

Listeners

fc ac
GSLB pegacy
tcp
Zones foad Balancing
fcp
Caches iRules
tcp
Settings Translatiog
tcp
% SSL Orchestrator fcp-legacy
fcp-wan-of
@ Acceleration (none)
i+ tcpdan-optimized tcp-legacy
&= Device Management
. icp-legacy tcp
£2) Network i1 tcp-mobile-optimized tcplegacy
i icp-wan-optimized tcp-legacy
[#%] svstem

Create a new TCP profile as shown in the following table.

Field Value
Name example.com_tcp-dns_profile
Parent Profile f5-tcp-wan
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Hostnan gtm1 site1. example.com Date: Jul

~ - Common
0.1.10.13 Time:

| ONLINE (ACTIVE)
| standalone

DNS » Delivery : Profiles : Protocol : TCP »: New TCP Profile...

General Properties

@ SR I Name ﬂexample_wm_tcpdmjmﬁle

@ DNS Parent Profile ﬂhﬁ-tcp—wan
Dalvery Timer Management
GsLB : _
Close Wait | specity... Is seconds
z
s Fin Wait 1 [Specity... [v]| 5 seconds
Caches
Fin Wait 2 [Specity... ]| 300 seconds
Settings
Idle Timeout [Specity._Tv] | 300 seconds
(83 sstorchestrator Keep Alive Interval [Speciy_[~] [1200 seconds
( 24) Acceleration Minimum RTO [500 milliseconds
— Reset On Timeout B4 Enabled
Device Management
Time Wait [Specify... [~] | 2000 milliseconds
Network L
@ T g it Dot A ey e
Scroll,\way,down to find the “Finish™button
(%] System Zero Window Timeout — [Specity... ] | 20000 milliseconds

TMSH Command for both gtm1.site and gtm1.site2:

TMSH

tmsh create Itm profile tcp example.com_tcp-dns_profile defaults-from f5-tcp-wan

2.1.4.4 UDP IP Address

We will now begin to put the pieces together. In this task, we will integrate the logging, DNS and UDP
profiles we created earlier with an IP address. The IP address configured on the BIG-IP DNS will listen for
queries and process them in accordance with the associated profiles.

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2
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gtm1 site1.example.com Date:
0.1.10.13

| OMLINE {ACTIVE)
fs | Standalone

@ Device Management

£5) Network

[£%] system

Time

DNS » Delivery : Listeners : Listener List

4 - Listener List Statistics

r

|¢Staie‘¢Narne

Profiles Statistics
iRules
Translation
Mameservers

Keys

Create a UDP listener according to the following table:

virtual

Field gtm1.sitet gtm1.site2

Name isp1_site1_ns1.example.com_udp_53_vyirspd| site2_ns2.example.com_udp_53_
Destination 203.0.113.8 198.51.100.40

Protocol Profile | example.com_udp-dns_profile example.com_udp-dns_profile

(Client)

DNS Profile example.com_dns_profile example.com_dns_profile
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gtm1 site1.example.com

10.1.10.13

| OMLINE {ACTIVE)

Delivery
GSLB
Zones
Caches

Seftings

(33 sSL Orchestrator
(') Acceleration

Device Management
£32) Network

Systn

e

o

General

Name ﬂl isp1_site1_ns1.example.com_udp_53_virtual

Description

EZ

|
| Enabled .

Listener: |Advanced

Type: @ Host O Network

Destnation Address:[ 203.0.113. Me—
Senvice Fort [ons |53

VLAN Traffic All'VLANs

Source Address Translation None

Address Translation [ Enabled

Port Translation LI Enabled

Route Advertisement [ Enabled

Auto Last Hop Default

Last Hop Fool |Nene

Service: W
Protocol

Protocol Profile (Client)
Protocol Profile (Server)

DNS Profile

|example.com_udp-dns_profile —

| (Use Client Profile)

| example.com_dns_profile —

Make sure you create the IP addresses on the correct devices.

72

Chapter 2. DNS



Reference Architecture Documentation

| ONLINE (ACTIVE)
| standalone

Delivery
GSLB
Zones
Caches

Settings
& S5L Orchestrator
(') Acceleration
@ Device Management

£32) Network

[f#] system

gtm1.site1 TMSH command:

DNS » Delivery : Listeners : Listener L

General

Name ﬂ isp1_site2 ns2 example.com_udp_53_virtual
“ei—

Description |
sate
Listener:
Destination Type: @ Host O Network
Address: [ 198 51.100.40 Se——
Senvice Fort [ons |53
WLAN Traffic All VLANS
Source Address Translation None
Address Translation [ Enabled
Port Translation LI Enabled
Route Advertisement [ Enabled
Auto Last Hop Default
Last Hop Pool |Nene
Service: IWE,
| Protocol ‘ ‘,_——-"

| Protocol Profile {Client)
| Protocol Profile (Server)

| DNS Profile

“example.wm_udp—dns _profile —

‘ | (Use Client Profile)

‘]example_com_dns_pmﬁle —

TMSH

tmsh create gtm listener isp1_site1_ns1.example.com_udp_53_virtual address 203.0.113.8 ip-protocol udp
mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_udp-dns_profile }

gtm1.site2 TMSH command:

TMSH

tmsh create gtm listener isp1_site2_ns2.example.com_udp_53_virtual address 198.51.100.40 ip-protocol
udp mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_udp-dns_profile
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https://support.f5.com/csp/article/K14923

2.1.4.5 TCP IP Address

The IP address we configured in the previous task is not sufficient on its own in most cases. We need
to also configure an IP address that is associated with a TCP profile to ensure that the BIG-IP DNS can
process incoming TCP requests in addition to UDP.

Note: It is required to complete the following task on both gtm1.site and gtm1.site2

gtm1 site1 example com Date: Jul
10.1.10.13 Time

| ONLINE (ACTIVE)

DMNS » Delivery : Listeners : Listener List

% - | Listener List Statistics

@Dus |¢Slaie‘¢ﬂame |ADeeﬂimlim s §

Profiles Statistics
Zones
Caches iRules
Setiings Translation
Nameservers
{% SSL Orc
Keys
(" 24) Acceleration
% Device Management
E5) Network
[z%] system
Create a TCP listener.
Field gtm1.sitet gtm1.site2
Name isp1_site1_ns1.example.com_tcp_53_ wirisial _site2_ns2.example.com_tcp_53_virtual
Destination 203.0.113.8 198.51.100.40
Protocol Profile | example.com_tcp-dns_profile example.com_tcp-dns_profile
(Client)
DNS Profile example.com_dns_profile example.com_dns_profile
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gtm1 site1.example.com

| OMLINE (ACTIVE)

| Standalone
L= ¢
DENS

DNS » Delivery : Listeners : Listener List »» New...

General
@ e MName isp1_site1_ns1.example.com_udp_53
. |
@ DNS Description |
Delivery ‘ State |EnatHed ~]
GSLB Listener: |Advanced ||
Zones
Destinati Type: @ Host O Network
e on
Caches Address: | 203.0.113.3 *
Settings Service Port [DNs [53
% $SL Orchestrator WVLAN Traffic All VLANS
Source Address Translation None
(i .}] Acceleration
Address Translation ] Enabled
&= Device Management Port Translation [ Enabled
Route Advertisement ] Enabled
@ " L L} n
Auto Last Hop Defaul Be sure to.select=TCP~
%% System
Last Hop Pool None
Service: |Advanced v
Protocol TCP
Protocol Profile (Client) |example.com_tcp-dns_profile e
Protocol Profile {Server) | (Use Client Profile)
DNS Profile |example.com_dns_profile r————
Load Balancing
Default Pool |None
Default Persistence Profile None
Fallback Persistence Profile None
Be sure to create the 198.51.100.40 address on gtm1.site2
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Delivery

GSLB
Zones
Caches

Setiings
{5 SSL Orchestrator
@ Acceleration
Device Management
E2) Network
System

gtm1.site1 TMSH command:

General
MName ispi_site2_ns2 example com_udp_53
I
Description |
‘ State | Enabled .

Listener: |Advanced

Type: @ Host O Network

Destination Address: [ 198.51. 100,40

Senvice Port [ons |53

WLAN Traffic All VLANS

Source Address Translation None

Address Translation 1 Enabled

Port Translation [ Enabled

Route Advertisement [ Enabled

Auto Last Hop Deaurt [v] Be sure to select=TCP~
Last Hop Pool None
Service: |Advanced

Protocol TCP

Protocol Profile (Client) |example.com_tcp-dns_profile e
Protocol Profile (Server) | (Use Client Profile)

DNS Profile |example.com_dns_profile r————
Load Balancing
‘ Default Pool |None
‘ Default Persistence Profile None
‘ Fallback Persistence Profile None

TMSH

tmsh create gtm listener isp1_site1_ns1.example.com_tcp_53_virtual address 203.0.113.8 ip-protocol tcp
mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_tcp-dns_profile }

gtm1.site2 TMSH command:
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TMSH

tmsh create gtm listener isp1_site2_ns2.example.com_tcp_53_virtual address 198.51.100.40 ip-protocol
tcp mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_tcp-dns_profile }

2.1.5 Data Centers

2.1.5.1 Servers

2.1.5.1.1 gtm1.SITE1

The first server we will create is that of gtm1.site1. It is required that we add both gtm1.site1 and gtm1.site2
to establish confgiuration synchronization between them.

Field Value

Name gtm1.site1_server

Data Center site1_datacenter

Devices Add: gtm1.site1.example.com : 203.0.113.7
Health Monitors bigip

1. Fill in the Name and Datacenter

gtmi1 site1 example.com Date; Jul
10.1.10.13 Time:

| ONLINE (ACTIVE)
| Standalone

General Properties
@ ERE Mame ﬁ |gtm1.site1_server
@ DNS Product [BIGIP System
Delivery I Data Center mee—c— | |site1_datacenter
GSLB Prober Preference [Inherit From Data Center | v |
Zones Prober Fallback |Inher1't From Data Center [ |
Caches State [Enabled [¥]
Settings
Devices cllc‘(‘&ﬂﬂd";f
{5 SSL Orchestrator Ml
§ ) | Device Name | Address |_
@ Acceleration No data available in table
BIG-IP
— : System
— Device Ma nt
vice nageime Devices
£ Network
_ Edit| Delete
[7%] system —I—I
2. Click the “Add” button to define IP addresses
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Hostmame:  gtm site1 example.com Date: J 7 admin
IP Address: 10.1.10.13 Time (CDT) tole: Administrator

|| ONLINE (ACTIVE)

DMS » GSLB : Servers : Server List » New Server...
Add BIGP System Device

Device Name:| gtm1_site1.example.com ﬁ

=) iApps
° Address: |203.n.113.7° |
I:?j DS Translation: | (Optional)
Delivery Link:
csLe
Zones 203.0.113.7
Caches
Settings

Delete |

53 ssL orchestrator

(7 24) Acceleration

Device Management

ClickaOKy

— =) Network

[7%] system

3. Complete the form and associate the “bigip” “Health Monitor”
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| ONLINE (ACTIVE)
| Standalone

DNS » GSLB : Servers : Server List »» New

General Properties
@ e MName | gtm1.site1_server
@ DNS Product [BIGTP System
Delivery I Data Center |site1_datacenter
GSLB Prober Preference |Inherit From Data Center [v |
Zones Prober Fallback |Inherit From Data Center [ |
Caches State [Enabied [+]
Settings
Devices
& SSL Orchestrator
- ) ice
(© 24) Acceteration gtm1_site1.example.com 203.0.113.7
BIG-I
A
== Device Management Sys
5 Devices
E£2) Network
Edit| Delete
. ol e
Configuration: |Advanced
Selected Available
ICommon fCommon
Health Monitors =] | catewayicmp A
gtp
== | hitp W
http_head_f5
Availability Requirements |NI Health Monitors .
Bits: | Disabled .
Limit Settings Packets: | Disabled[~]
Current Connections: I Disabled .
Service Check[+]
iQuery Options Path v
SNMP ¥
TMSH

tmsh create gtm server gtm1l.sitel_server datacenter site1_datacenter devices add {
gtm1.site1.example.com { addresses add { 203.0.113.7 } } } monitor bigip product bigip

2.1.5.1.2 gtm1.SITE2

Continue the same configuration for gtm1.site2.
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gtm 1 site1. example.com Date: . admin

0.1.10.13 Time Ty Administrator

| ONLINE (ACTIVE)
| standalone

DMS » GSLB : Servers : Server List

5 ~ Server List Trusted
A

r r x Sean:hl Crealel
@nﬂs ‘ESIams|AName |De\rices‘.¢\ddlm ‘ Virtual

Delvery Il Q@ atm1_site1_server 1 203.0.11 ite1_datacenter 0

Enable | Disable | Delete... |
G5LB
Zones M " ™ " .
Click<=Create~to,define gtm1.site2
Caches -
Settings

@ S5L Orchestrator
@] Acceleration

@ Device Management

£2) Network

[%] System

Field Value

Name gtm1.site2_server

Data Center site2_datacenter

Devices Add: gtm1.site2.example.com : 198.51.100.39
Health Monitors bigip

1. Fill in the Name and Datacenter
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| ONLINE (ACTIVE)
| Standalone

DNS » GSLB : Servers : Server List »» New §

@ ] Name ﬁ | gtm1 _site2_server
@ DNS Product [BIGP System
Delivery I Data Center ~|silez_datacenter
GSLB Prober Preference [Inherit From Data Center | v |
Zones Prober Fallback |Inhen’t From Data Center | |
Gaches State Enabled
Settings
Devices H L "
Click<Add'~
@ SSL Orchestrator "“”| T
; | Device Name || Address 1L
@ Acceleration No data available in table
BIG-IP
£ Device Management System
Devices
£2) Network
Edit| Delete
[f%] system Eai poied

2. Click the “Add” button to define IP addresses
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Hostmame:  gtm site1 example.com Date: J 7 admin
IP Address: 10.1.10.13 Time: 3 (CDT) tole: Administrator

|| ONLINE (ACTIVE)

DMS » GSLB : Servers : Server List » New Server...
Add BIGP System Device

gvice Name:| gtm1._site2 example.com

Address: [ 198.51.100.39 |

I:?j Ons Translation: || (Optional)
Delivery Link:
GsLB Add
Zones =805 51.100.39
Caches
Settings

53 ssL orchestrator

(7 24) Acceleration

ClickaOKy

Device Management
—= Network

[7%] system

3. Complete the form and associate the “bigip” “Health Monitor”
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gtm1 site1 example.com
10.1.10.13

| ONLINE (ACTIVE)
| Standalone

DNS » GSLB : Servers : Server List » New Server...

General Properties
@ SR Name [ gtm1_site2_server
&3 ons Product [BIGP System
Delivery I Data Center [site2_datacenter ||
GSLB Prober Preference [Inherit From Data Center v |
Zones Prober Fallback |Inherit From Data Center |\ |
Caches State [Enabled [¥]
Setlings
Devices
@ SSL Orchestrator Add
_ Device Name (] Address
Acceleration gtm1 site2 example. com 188 51.100.39
BIG-I
@ Device Management System
Devices
£ Network
Edit| Delete
e ET
Configuration: |Advanced
Selected Available
ICommon /Common
Health Monitors =] | oateway_icmo A
gtp
= | hitp W
= hitp_head_f5
Availability Requirements IA.II Health Monitors .
Bits: | Disabled[~]
Limit Settings Packets: |D|'sabled v
Current Connections: | Disabled .
Service Check[v]
iQuery Options Path
SNMP ™

TMSH

tmsh create gtm server gtm1l.site2_server datacenter site2_datacenter devices add {
gtm1.site2.example.com { addresses add { 198.51.100.39 } } } monitor bigip product bigip
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2.1.5.1.3 site1_ha-pair

We will now add both BIG-IP clusters to our list of servers. Doing so, allows the BIG-IP DNS to perform
monitoring of each cluster to evaluate their capability to process traffic.

In this configuration we will enable both virtual server discovery and link discovery. Virtual server discovery
allows BIG-IP DNS to find the list of all virtual servers that are created on each BIG-IP cluster, you will see
the benefit of this later. Link discovery allows BIG-IP DNS to automatically add and monitor the upstream
link that the BIG-IP LTM cluster is dependent on for Internet access; this can be then used to evaluate
failover decision.

gtm1 site1.example.com Date: . Usi admin

10.1.10.13 )T) tole: Administrator

| OMLINE (ACTIVE)
| standalone

DMS » GSLB: Servers : Server List

-~ | Server List Trusted S

|ESlatus“Name ‘Devi:es|Mdress

Delivery O Q gim 1 _site1_server 1 203.0113.7 1_datacenter 0

tm1_site?_server 1 198.51_ 108309 site2_datacenter 0
GSLB O a g - -

Enable | Disable | Delete... |
Zones
Caches
H mn L 1]

p— Click=Create~

(33 SSL Orchestrator
( %) Acceleration

S Devi
~—— Device Management

£ Network

[£%] system

Field Value

Name site1_ha-pair

Data Center site1_datacenter

Devices Add: bigip1.site1.example.com : 203.0.113.5
Devices Add: bigip2.site1.example.com : 203.0.113.6
Health Monitors bigip

Virtual Server Discovery Enabled

Link Discovery Enabled

1. Fill in the Name and Datacenter
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gtm1_site1.example.com
10.13

| ONLINE (ACTIVE)
| Standalone

Delivery
GSLB
Zones
Caches

Settings

@ S5SL Orchestrator

DNS » GSLB: Servers : Server List »» New 5

General Properties
Name _4| site1_ha-pair
Product | BIG-IP System

I Data Center — |
Prober Preference |Inherit From Data Center | |
Prober Fallback |Inherit From Data Center [ |
State Enabled

Devices

Click<Add~

EIM_\H
|

2.1. Availability

_ Device Name || Address C
@ Acceleration No data available in table
BIG-IP
g Device Management m
@ Network
— €] Do
2. Click the “Add” button to define IP addresses
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Hostname: gtm_site1.example.com Date: Jul 20, 2017 admin
IP Address: 10.1.10.13 Time: 4:33 (CDT) tole: Administrator

|| ONLINE (ACTIVE)
| standalone

DNS » GSLB : Servers : Server List »» New Server...
Add BIGIP System Device

;,_'_ Statistics
o! iApps

4
&3 ons

Device Name bigip1.site1 example.com |

Address: 203.0113.5 |

Translation: | |(optionat)

IAuto—Select.
GSLB a
Zones Clicky Add g 20301135

Caches

Delivery

Settings

Deletel

{53 SsL Orchestrator

( 24) Acceleration
Device Management c"ck “OK“

—=l Network

[F%] system

3. Click “Add” again to define the other BIG-IP in the HA pair.
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| ONLINE (ACTIVE)
| Standalone

Delivery
GSLB
Zones
Caches

Settings

% SSL Orchestrator
(") Acceleration

&= Device Management
£2) Network

[7%] system

DNS » GSLB : Servers : Server List » New Server...

General Properties
Mame | site1_ha-pair
Product [BIG-IP System
I Data Center [site1_datacenter
Prober Preference [Inherit From Data Center|w |
Prober Fallback |Inherit From Data Center |\ |
state

Add!

_ Click<~Add'~......again
Devices Al L iglnod )
-

bigip1.site1.example.com 203.0.1135

4. Click the “Add” button to define IP addresses

2.1. Availability
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Hostmame:  gtm site1 example.com 7 admin
IP Address: 10.1.10.13 Time: 4:5 (CDT) tole: Administrator

|| ONLINE (ACTIVE)

DNS » GSLB : Servers : Server List »» New Server...
Add BIGP Systemn Device

Address: [ 202.0.1136 |

Device Name:| bigip2 site1.example.com

";J DNS _ )
!4 Translation: | |optional)

|Auto—8elect.

Delivery

GSLB

Zones 203.0.11386
Caches

Settings

Deletel

53 ssL orchestrator

(© 24) Acceleration

Device Management CIICk “OK“
—= Network

[3%] system

5. Complete the form and associate the “bigip” “Health Monitor”
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gtm1_site1.example.com
10.13

| ONLINE (ACTIVE)
| Standalone

DNS » GSLB : Servers : Server List »» New Server...

General Properties
@ S Name |sile1_ha-pair
&3 ons Product [BIG-IF System
Delivery I Data Center | site1_datacenter
GSLB Praber Preference |Inherit From Data Center | |
Zones Prober Fallback |Inherit From Data Center [ |
Caches State [Enabled [¥]
Settings
Devices
(33 ssL Orchestrator ag Twodevices belong to this HA-Pair;
e
) |
@ Acceleration bigip1.site1_example.com 203.0.113.5
. gg* bigip2 site1_example.com 203.0.1136
== Device Ma nt
vice nageme Devic
@ Network
Edit| Delete
System —I —I

Add the =bigip Health MoRitor,

Selected Available

ICommon {Common
IEI gateway_icmp A

5| o -

hitp_head_f5

‘ Availability Requirements [Al Heatth Monitors[¥]

6. Make sure to enable both “Virtual Server” and “Link” discovery

Resources
Virtual Server Discovery |Enabled
Link Discovery | Enabled

Cancel | Repeat | Finished |

TMSH

tmsh create gtm server site1_ha-pair datacenter site1_datacenter devices add { bigip1.site1.example.com
{ addresses add { 203.0.113.5 { } } } bigip2.site1.example.com { addresses add { 203.0.113.6 { } } } } link-
discovery enabled monitor bigip product bigip virtual-server-discovery enabled
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2.1.5.1.4 site2_ha-pair

Contiue the same configuration for the BIG-IP cluster in site 2.

gtm1 site1.example.com

10.1.10.13

| ONLINE (ACTIVE)

DMNS » GSLB : Servers : Server List

f + 30

Server List Trusted Se

Delivery
GSLB
Zones

Caches

gitm1.site1_server 203.0.113.7 site1_datacenter 0

gtm site2_server 198.51.100.39 site2_datacenter 0

site1_ha-pair 203.0.1135 site1_datacenter 0

203.0.113.6

Setiings

% S5L Orchestrator

Acceleration
% Device Management
£ Network
[5%] system
Field Value
Name site2_ha-pair
Data Center site2_datacenter
Device Add: bigip1.site2.example.com : 198.51.100.37
Device Add: bigip2.site2.example.com : 198.51.100.38
Health Monitors bigip
Virtual Server Discovery Enabled
Link Discovery Enabled

1. Fill in the Name and Datacenter
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| ONLINE (ACTIVE)
| standalone

DNS » GSLB: Servers : Server List » New 5

General Properties

@ e Name ﬂ site2_ha_pair
&3 ons Product [BIG-IP System

Delivery I Data Center s— |

GSLB Prober Preference [Inherit From Data Center|w |

Zones Prober Fallback |Inherit From Data Center | |

faches State Enabled

— Covices ClickAdd®
@ SSL Orchestrator M

| Device Name ||

(1 24) Acceleration No data available in table
=) Device Management BIG-IP System Devices
£ Network
R o] D]

2. Click the “Add” button to define IP addresses
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Hostname: gtm1.site1.example.com Date; J
IP Address: 10.1.10.13 L

§ ONLINE (ACTIVE)
5 | standalone

DNS » GSLB : Servers : Server List » New Server...

Eﬂ‘—j Statistics
") iApps

Device Name:| bigip1_site? example.com

Address: [ 1985110037 |

% ons Translation: | |(Optional)
Q)

Dl Link: IAuto—SeIect.

elivery
GSLB
198.51.100.37

Zones

Caches

Setfings

Deletel

% S5L Orchestrator
(" 34) Acceleration

Device Management
) Network
[£%] system

3. Click “Add” again to define the other BIG-IP in the HA pair.
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gtm1 site1.example.com

| ONLINE (ACTIVE)
| Standalone

DNS » GSLB : Servers : Server List » New Server...

General Properties
E iApps MName ﬁl site2_ha_pair
@ DNS Product |BIG-IP System
Delivery I Dala Center s [site2_datacenter
GSLB Prober Preference | Inherit From Data Center v |
Zones Prober Fallback |Inherit From Data Center [ |
Caches State [Enabled %]
Setlings
Devices Click<=Add™~
% S5L Orchestrator , lr
@ Acceleration bigip1.site2 example.com 198.51.100.37
BIG-I
@ Device Management Syslem
Devices
£) Network
Edit| Delete
%] system Ect] Dot

4. Click the “Add” button to define IP addresses
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Hostname: gtm1.site1.example.com Date: J 017 Us
IP Address: 10.1.10.13 Time M (CDT) Rol

| OMLINE (ACTIVE)
| standalone

admin
Administrator

DNS » GSLB: Servers : Server List » New Server...

;,_'_ Statistics
Device Name! bigip2 site2 example.com

{0! iApps Address:

)
&3 ons

[ 1985110038 |

Translation: | |(Optional)

IAuto—Select.

Delivery

GSLB

1958.51.100.38
Zones

Caches

Settings

Deletel

ﬁ SSL Orchestrator
(“ 24) Acceleration

Device Management
— = Network
[£%] system

5. Complete the form and associate the “bigip” “Health Monitor”
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SERUUSLI Common

| ONLINE (ACTIVE)
| standalone

DNS » GSLB : Servers : Server List »» New Server...

) iawps I Name ['site2_ha_pair
&3 ons Product [BIG-P System ™
Delivery I Data Center |site2_datacenter  [w]
GSLB Prober Preference |Inherit From Data Center [v |
Zones Prober Fallback [Inherit From Data Center[+]
Caches State [Enabied [¥]
Settings
Devices
{% SSL Orchestrator A
@ Acceleration 'bigip1 site2 example.com ' 108.51.100.37

BIG-IP | higip2 site2 example.com 198.51.100.38
Device Management System
B vevi o Devices
£2) Network
E: w
[£%] system ﬂ
Configuration: IMW“‘:W .
Selected Available
\ /Common IComman
Health Monitors = gfpte"ay-imp w
>>| hitp v
hitp_head_{5

Availability Requirements INI Health Monitors .

6. Make sure to enable both “Virtual Server” and “Link” discovery

Resources
Virtual Server Discovery |Enabled
Link Discovery | Enabled

Cancel | Repeat | Finished |

TMSH

tmsh create gtm server site2_ha-pair datacenter site2_datacenter devices add { bigip1.site2.example.com
{ addresses add { 198.51.100.37 { } } } bigip2.site2.example.com { addresses add { 198.51.100.38 { } } } }
link-discovery enabled monitor bigip product bigip virtual-server-discovery enabled

Server objects represent a system such as an application delivery controller which host a service. A server
can be a BIG-IP system, a third party ADC or a third-party host server such as a web or database server.
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In this task we will create a server on gtm1.site1 referencing gtm1.site2, which is required for config syn-
chronization.

When we create a BIG-IP server with auto-discovery enabled (which we will do), BIG-IP DNS will discover
all of the virtual servers defined on the BIG-IP LTM. For more information on Servers, please refer to the
link below.

| OMLINE (ACTIVE)
| Standalone

DMS » GSLB: Servers : Server List

- ServerList

Delivery Mo records to display.
Wide IPs M
FPools
Caches iRules
Data Centers

Server List ®

Trusted Server
Cerlificates

Statistics

Topology
@ Network Distributed Applications

[f%] system

Click the create button and continue to define objects
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gtm1 site1. example.com
0.1.10.13

| ONLINE (ACTIVE)
| standalone

Delivery
GSLB
Zones
Caches

Settings

@ 55L Orchestrator
@ Acceleration

@ Device Management

£2) Network

[i%] system

2.1.5.2 Device Trust

admin

Adrministrator

DNS » GSLB : Servers : Server List

2 . Server List Trusted

‘Bstﬂm|¢Name

No records to display.

Enable | Disable | Delete ..

Click~=Create*to,define gtm1.sitel

A group of F5 DNS servers must exchange keys to establish a trusted mechanism for HA communications
and Config Sync. In this task we will establish device trust between gtm1.site1 and gtm1.site2. For more
information on device trust, please refer to the link below.

2.1. Availability
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gtm1 site1.example.com
IP A 10.13

| OMLINE (ACTIVE)
| Standalone

DNS » GSLB : Ser

"~ ServerList Truste

|
Status | = Name ‘Dew:es|ﬂddlm |¢Datacentef Virtual Servers  Pr

gitm1_site1_server 1 203.0113.7 site1_datacenter 0 Blt

Delivery

gtm site2_server 1 198.51.100.39 site?_datacenter 0
GSLB

site1_ha-pair 2 203.0.1135 site1_datacenter 0O
Zones 203.0.1136
Caches site2_ha_pair 198.51.100.37 site2_datacenter 0

198.51.100.38

Setiings

Enable | Disable | Delete |

{3 ss orchestrator Three other;servers need to~establish trust~
() Acceteration

=) Device Management

£2) Network

[£%] system

1. Launch Putty and login to gtm1.SITE1

Run the following command, and when prompted for a password use “default”

TMSH
bigip_add
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WTTY (E4-oit*

A

Motep wd4++

)

Mozilla Firefox

Recycle Bin

L% PuTTY Configuration
Category:

= Session
Logging
[=)- Terminal
Keyboand
Bell
Featuies
(= Window
Appearance
B ehaviour
Translation
Selection
Colours
[=)- Connection
Data
Prowy
Telnet
Rlogn
- SSH
Serial

Basic options for your PuT TY seszion

Specify the destination you want to connect to
Host Name (or IP addiess) Poit

{101.1013 |22

Connection type:
" Aaw ¢ Telnet ¢ Rlogin ™ S5H " Serial

. Load, save or delste a stored session
Saved Sassions
|atm1.site1_example.com

Default Settings
app
bigip1_zite1. example. com
bigip1 . site2. exar
ioip2 site ] exs

Close window on et

" ahways Never % Dnly on clean exit

o) | cancel

Istart| (2 BIGIP®-gimlskelex.. | ., (O € @ O [FPom

2. Observe the exchanged certificates

558 PUTTY Configuration
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gtm1 site1 .example.com
10.1.10.13

| ONLINE (ACTIVE)
| standalone

DNS » GSLB:

o~

rs : Trusted \ -ertificates

Trusted Server Certificates

General Properties
&3 ons | Name
Delivery ! Partition / Path
Wide IPs
Zones Pools
Caches iRules
Seftings Data Centers

& SSL Orchestrator

Acceleration

Device Management

rober Pools

Monitors

Topology

3. Observe the server status

server

gtmi1.site2.example.com, MyCompany
bigip2.site1.example.com, MyCompany A
bigip1.site2 example com, MyCompany

bigip2.site2 example.com, MyCompany
gtm1 _site1_example_com, MyCompany

~N. 0

" GMT

Statistics

‘ 234063207

| Mamman Mamas aftmd cita? avamnla famn
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gtm1 site1 example.com

| OMLINE (ACTIVE)
| Standalone

DMNS » GSLB : Servers : Server List

% ~ ServerList Trusted Server Certificates | Statistics
I

&l
£
3

*® Ml:hl
@I}NS vl - Status_ ~ Name |Devices‘Mdnezss ‘#Datamter Virtual Servers  Pre
Delivery O Q@ gtm1 site1_server 1 203.01137 site1_datacenter 0 BIC
GSLB O Q@ gtm1 site2_server 1 198.51.100.39 site? datacenter 0 BIC
O Q site1_ha-pair 2 203.01135 site1_datacenter 3 BIC
Zones 203.01136
Caches Q site2_ha-pair 2 198.51.100.37 site2 datacenter 2 BIC
198.51.100.38
Settings

Enable | Disable | Delste. |

(3 ccmrtn Green Green Green

Device Management

@Nm
System

Note: If your server list is not green, do not proceed to the next step. Please confirm that the device
trust is complete and troubleshoot the issue.

2.1.5.3 Sync Group

After the BIG-IP DNS server in the site 2 data center is joined to the sync group, an administrator may make
changes on any of the F5 DNS servers, and changes will be automatically replicated across all F5 DNS
servers.

From the Jumpbox Launch Putty and log in to gtm1.site2

In the Putty terminal logged into gtm1.site2 run the command “gtm_add 203.0.113.7”, and enter the pass-
word “default” when prompted.

Select “y” to allow the bigip-ip to join the mesh.

Note: A word of caution. Running this command will PULL configuration from the remote BIG-IP
DNS and overwrite the local DNS configuration.
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ILETTIEL
Explorer % PuTTY Configuration

Category:
! - Session | Basic options for pour PuTTY session

- Loagging B . L
dig_wmw-e... & Teming Specify the destination you want to connect to

Host Mame [or IP address) Port
- Keyboard
-~ Bell ITU.1.1U.23 |22
- Features Connection lype:
= Window " Raw © Telnet " Rlogin @ SSH ¢ Serial

- Appearance B ;
Behaviour Load, save or delete a stored session

Translation Saved Sessions
Selection [4. gt SITE2

: Colours

[=- Connection

agility_pub. .. Data

- Promy

- Telnet
- Rlogin

[#- 5SH

- Senal

Default Settings

agilicy_pry... Cloze window on exit:

(" Ahwaps  Newer ¢ Onlyon clean exit

A
ﬁfﬁ e Open | Cancel |

1

"
td

Motepe ++

o

Recycle Bin

| ffgtarl:l =2 BIG-IP® - gtm1.sitel.ex... ”'@ gtm1.SITE2 @ PUTTY Configuration | . e

TMSH
gtm_add 203.0.113.7

Datacenters are logical groupings of services or applications that are typically located within the same
physical location such as a Data Center. The Data Center configuration will allow BIG-IP DNS to understand
the location of your services for the purposes of high availibility. For more information on Data Centers,
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please refer to the link below.

Perform configuration changes on gtm1.site1. The reason for this is that by the end of this lab we will
demonstrate how BIG-IP DNS Synchronization works to ensure configuration consistency is maintained
between both BIG-IP DNS devices. Once Synchronization is established, gtm1.site2 will receive a copy of
these new configurations.

Note: The tasks in this section are to be only completed on gtm1.site1

gtm1 _site1.example.com Date: Jul

0.1.10.13 Time: 1:4¢

| OMLINE (ACTIVE)
| Standalone

DMS » GSLB : Data Centers : Data Center List

£ -~ DalaCenterList | Statistics Bl Click<=Create~

@ iApps F S \ ﬂl

@Dns ||E|Availahiﬂy‘-ﬂm amahmlulks

Mo records to display.

Delivery : :
Wide IPs E—I
Paols
Caches iRules

Setlings

@ S5L Orche

Data Center List (%)
°Sewers LW Statistics

@ Acceleration Prober Pools
Maonitors

@ Device Management
Topology

£ Network Distributed Applications

[§%] System

Create two data centers according to the table below:

Field Value
Name site1_datacenter
Name site2_datacenter
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gtm1 site1.example.com

10.1.10.13

| OMLINE {ACTIVE)
| Standalone

Delivery
GSLB
Zones
Caches

Settings
% S$SL Orchestrator
(' ) Accsleration
Device Management

£5) Network

[£%] system

Date: Jul

LIS Common
T me 1 L.

DNS » GSLB : Data Centers : Data Center List

General Properties
I MName | site_datacenter] i——————
Description |
Location |
Contact |
Prober Preference |Inside Data Center
Prober Fallback | Any Available
Stae

Cancel | Repeat | Finished |

Repeat;this step,to,create ~site2: datacenter~

TMSH command for only site1.gtm1:

TMSH

tmsh create gtm datacenter site1_datacenter

TMSH

tmsh create gtm datacenter site2_datacenter

2.1.6 Pools

Pools are a grouping of related virtual servers. Pools will typically reference virtual servers on BIG-IP LTM
systems. The pool we create below will be later referenced by a Wide-IP (FQDN). For more information on
pools, please refer to the link below.

104

Chapter 2. DNS



Reference Architecture Documentation

gtm1 site1 .example.com
10.1.10.13

| ONLINE (ACTIVE)
| standalone

DNS »» GSLB: Pools : Po

s ~ Pool List

@nns v [~|Status + Name * Type | Members

No records to display.

Delivery

Wide IPs ate—l

Caches
Settings

Acceleration

Device Management Prober Pools

Field Value

Name www.example.com_pool

Type A

member isp1_site1_www.example.com_tcp_https_virtual

member isp2_site2_www.example.com_tcp_https_virtual
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| OMLINE (ACTIVE)
s | Standalone
|
Main 1 ;

DHS » GSLB : Pools : Pool List New Pool

IL"J Statistics General Properties
ope Name s— | www example com_poo| x
Type m
G}ms
Dalivery
GSLe L
2 Selected Avadable
ones Common
e [==| | gateway_kmp A
Health Monitors w N
Sattings il nitp_nead_f5
up| Down|
() Acceleration _I
Availability Requirements |-u| Health Monitors V|
=] pevice Management e =
L_,g Hedwork Limit Settings Packets [Desabied[™]
Cumrent Conneclions: | Disabled | v
[£%] system Manual Resume (]
T [30
Dynamic Ratio O
Mandimum Answers Returmed | 1
Verity Member Availability
Members Select two LTM VIP's and click “Add*

Balancing Alternate: IRound Robin ~]
Jaskod Fallback |Rerurn tONS v

Fallback IP I 0.0.0.0

Virtual Server: | sewc
Ratio: I‘i
[Aad

Member List |[[/COmmonisni_site_www, example com_icp_Nips_wvirual (Common/sie]_ha-pair - 2030 113 0 443, Rabo(1) |
/Commonisp? site? www.example com_tcp hitps wirfual (/Commonisite? ha-pair) - 198 51.100.41:443 Ratio{1

Load Preferred: IF{ound Robin . N

‘Delete| p| Down|

TMSH command to run on only gtm1.site1:

TMSH

tmsh create gtm pool a www.example.com_pool { members add { sitel_ha-
pair:/Common/isp1_site1_www.example.com_tcp_https_virtual { member-order 0 } site2_ha-
pair:/Common/isp2_site2_www.example.com_tcp_https_virtual { member-order 1} }}

2.1.7 FQDN

F5 refers to an FQDN as a “wide-ip”, or “wip”. The Wide IP maps a FQDN (fully qualified domain name) to
one or more pools of virtual servers. For more information on Wide IPs, please refer to the link below.
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DMLINE {ACTIVE)
Standalone

DNS » GSLB : Wide IPs : Wide IP List
9 -~  Wide IP List

@ DNS | Status | « Name
Delivery ] (] www.gslb_example.com
Statistics
Caches Rules
Settings Data Centers
Servers
% S5L Orchestrator i
Links
Acceleration Praber Pools
e Monitors
Device Management
Topology
L£2) Network Distributed Applications
System
Create an F5 “wide IP” according to the following table:
Field Value
Name www.example.com
Type A
Alias List www.gslb.example.com
Load-Balancing Decision Log - Pool Selection Checked
Load-Balancing Decision Log - Pool Traversal Checked
Load-Balancing Decision Log - Pool Member Se- | Checked
lection
Load-Balancing Decision Log - Pool Member | Checked
Traversal
Pool www.example.com_pool
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. gtm1.site1. example.com
0.1.10.13

| ONLINE (ACTIVE)

DNS » GSLB : Wide IPs : Wide IP List » New...

General Properties: |Advanced .

g vore Name
@ DNS Type A
Delivery Description |
GSLe Alias: | www gsib.example.com
Zones Add |
www.gslb example.com
Caches Alas List g p
Settings
(.:ﬁ] Acceleration Delete |
g Device Management State |Enab|ed El
Minimal Response [Enabled [¥]
£3) Network
Return Code On Failure [Disabled ]
[T¥) System W Pool Selection
Load-Balancing Decision L Pool Traverssl
¥l Pool Member Selection
Pool Member Traversal
iRules
Selected Available
-
= <<
For troubleshooting =
il
purposes enable ' .o
-
verbose legging
Selected Available
E
iRule List
>
_Up| Down|
Pools
Load Balancing Method |Round Robin
Persistence m
108 2. DNS
Pool |Select...
Raﬁo[ 1
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TMSH command to run on only gtm1.site1:

TMSH

tmsh create gtm wideip a www.example.com { pools add { www.example.com_pool } aliases add
{ www.gslb.example.com } load-balancing-decision-log-verbosity { pool-member-selection pool-member-
traversal pool-selection pool-traversal } }

Results

Use the “dig” command to query directly to the GTM to test the configuration. DIG will bypass locally
configured DNS servers when specifying an “@203.0.113.8” argument.

From the Jumpbox use “dig” from the CMD prompt. The first command below will query 203.0.113.8 for the
A record of www.example.com, then query @203.0.113.8 for www.gslb.example.com.

Note: Your result may differ from below

e I LARci | (WL L - |

GSLB

[&+]Command Prompt
C:sUserssuser. ESAMPL, >dig (2203.8.113.8 wuww.example.com

<2 DiG 7.3.2 (<£>> B283.8.113.8 wuw.example.com

(1 zerver found>

5 global options: printcnd

; Got answer:

; —»>HEADER<<- opcode: QUERY. status: WOERROR. id:- 389

; flags: gr aa vrd; QUERY: 1, ANSWER: 1. AUTHORITY: B, ADDITIOMAL: @

53 QUESTION SECTION:
swwvw . example..com. IN

DCOol - 55 ANSWER SECTION:
wyy . example .com. 3 IN 198.51.188_41

3 Query time: 15 msec
SERUER: 203.8.113.8#5%3¢203.0.113.8>
WHEN: Sun Jul 29 16:42:89 2018
MS8G SIZE wcud: 49

C:sUserssuser. EXAMPLE»dig +short B283.8.113.8 wvww.example.com
198.51.188.41

C:xUserssuser.ESAMPLE>dig +short B283.0.113.8 wwuw.example.com
J198.51.108.41

C:slserssuser.EXAMPLE»dig +short B203.0.113.8 wvww.example.com
203.8.113.9

C:slserssuser.EXAMPLE»dig +short 0203.8.113.8 www.gslh.example.com
203.8.113.9

C:sUserssuser.EXAMPLE»dig +short B283.8.113.8 www.gslb.example.com
203.8.113.9

C:xUserssuser.ESAMPLE>dig +short @283.0.113.8 wwu.gslb.example.com
203.8.113.9

C:slserssuser.EXAMPLE»dig +short B203.08.113.8 www.gslh.example.com
198.51.1808.41

f'SI:artl = BIG-IP® - gtm1.sitel.ex... | @ = Im Command Prompt
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gtm1.site1.example.com

| ONLINE (ACTIVE)
| standalone

DNS » GSLB : Wide IPs : Wide IP List

1+ ~ | Wide IP List

@DHS | |~| Status « Name + Type | + Aliases

] Q www.example.com A www.gslb_exan

Delivery

Setti Data Centers
Servers
@ Acceleration
Links
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Partition

| ONLINE (ACTIVE)

Statistics » Module Statistics : DNS : GSLB

e affic ary Subscriber Management | Neh
Dashboard
Module Statistics Display Options
Analytics Statistics Type
Performance Data Format |N0n'nalized ~]
Auto Refresh |Disableﬂ . Refreshl
"5 1Apps
I M Requests l_
S) bk ‘Status‘AWidelP |T¥De‘Parti.tinnJP ctails | Pools ‘Total|Resul\red‘Re1

ew .. 44 44 i]

:ﬁ_\ PEETETET Il )  www.example.com A Common

Reset |

% Device Management

22 o For more details click

EJ System

TMSH

tmsh show gtm wideip A www.example.com detail
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ll £ gtm1.51TEL
[rootlgtml:ictive:Standalone] config # Emsh SHOW GEm Wicsip A Wm sXample  Som dstail

! available

1 Balancing
ferred
Alternate

Fallback

Srtacus
Availability : available
State : enabled
Reason : Monitor /Common/bigip from 203.0.113.5 : UP
Destination : 203.0.113,.9:443
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TMSH
tail -f /var/log/ltm

el o - 4 a1 o o -

ol 1010 Tooo| L ¢ : . gid 991 from

from

oghinl 10l 0 Cobn| L1760 ‘ E -2 i 2 rs Lo L=2o

2.1.8 Delegation

Delegate a subdomain of example.com to the BIG-IP DNS. Delegation is a means to ‘defer’ or assign
management of a portion of your DNS namespace to another DNS server. When the DNS server receives
a query for the delegated subdomain it will either recursively resolve the CNAME target, or respond with a
referral.

Login to the local DNS server (this should already be open) from the jumpbox, and open the DNS manage-
ment Ul:
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Server Manager * Dashboard )| F
Actrve Directony Admunistrative Center

Actrve Directory Domains and Trusts

B Local Server

Actrve Directory Sites and Senices

Actrve Directory Users and Computers
Jule ADSI Edit

Component Seraces

i; All Servers

i§ AD DS

uTTY (64-b DNS

Motepad+

Computer Mansgement

F N & ) ae Seny > 3
File and 5torage Services | Defragment and Optimize Drives

DHCP
9:

Event Viewer

T Ak

WHAT'S NEW

:-roup Pohcy Management
Internet Information Services (IIS) Manager
{SCS1 Initiator

LEARN MORE Lecal Security Policy

Microsoft Azure Seraces

ODBC Data Sources [32-bit)

ODBC Data Sources (64-bat)

Performance Maonitor

" 4 ROLES AND SERVER GROUPS

WELCOME TO SERVER MANAGER
# Dashboard Actrve Directory Module for Windows PowerSh

A el o @

5
(]

.'_'st.nrt| 3ma-lm-m1.me1.m...| e O € m O Ham || % pCot - 10.1.70.200 - ...

2.1.8.1 A Records

An A record is the most common DNS query. In this type of query, ‘A’ refers to an IP address - the cleint
is asking for the IP address of the domain name being queried. Create two A records, one for each BIG-IP

DNS server.

1. Expand the sub-menus to expose EXAMPLE.COM in the “Forward Lookup Zones”

114 Chapter 2. DNS



Reference Architecture Documentation

i_._'; DCO1 - 10.1.70.200 - Remote Desktop Connection

) DNS Manager

File  Action View Help

A
-0

Dol

agility_pub-kesy

agility_pr

e% zm x0s- O glick’arrows to

£ DMS

Marne Type Data

| _sites
b tep
b _udp
B 1 branchOl
B [ DomainDnsZones
|| ForestDnsZaones
| mgmt
B sitel
B sited
[ Reverse Lookup Zones
B [ Trust Paints
B | Conditional Forwarders

[ Global Logs

= EXAMPLE.COM

=
L] _sites

= _tcp

[ _udp

I branchil

| DomainDnsZaones
] FarestDnsZanes
=] rmgmt

[ site1

[ site2

a {sarme as parent folder) Start of Authority (308) [637], dcll.example.com,,..,

a (sarne as parent folder) Narme Server (MS) dell.exarmple.corm,
Q (sarme as parent folder) Host (4) 10.1.70.200

E clientdn Host (&) 10.1.71.100

a del Host (&) 10.1.70.200
Hdocs Host () 10.1.10.60

H sormy Host (&) 10.1.71.21

] wennar Host (8 203.0.113.0

xpand

Tirnestarmp

static
static
705208 8
EEMEIEN
static
static

static

Motepad++

f;’gtartl 2 2 4 = '{aocu1-1u.1.?u.2uu-Re...|

2. Right click on EXAMPLE.COM and select “New Host (A or AAAA)”

|2 [(= %0 s 9zsam MR

2.1. Availability

115



Reference Architecture Documentation

I]" o DCOT - 10.1.70.200 - Remote Desktop Connection

Postman

File Action \iew Help
oo 2@ XEakz
£ DNs

4 3 pcon
a4l Fo

New Alias (CNAME)...

New Mail Exchanger (MX)...

MNew Dormain...

Mew Delegation... Start of Authority (304)  [637], doDl.example.com
Mame Server (NS de(l.example.com.
Hast (&) 10.1.70.200

Host (&) 10171100

All Tasks Huost (&) 10.1.70.200

Host (&) 10.1.10.60

Haost (&) 101.71.21

Host (&) 203.0113.9

DCol

agilty_pub-key

Other New Records..,
DMNSSEC

I8 I 0 I G I [ G O

4

Wiew

Delete
Refresh
Export List...

Properties

Help

Lrstart| = 5 B % DCo1-10.1.70.200-Re... & [0 Bl iy s4ram ER
& |

3. Create two new A records for the new BIGP-IP nameservers.

Field Value
nsi 203.0.113.8
ns2 198.51.100.40
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(o]
File

Action  Wiew Help

NS ianiagystn

e nmXE o= Hm i8a

Maokepad-+-+

Listart| = 3

£ DNs
4 3 peo

4 [ Forward Lookup Zones
b o) _msdes.EXAMPLE.CC
4[] EXAMPLE.COM

B 2] _msdcs

p 5] _sites

b [ _tep

B [ _udp

b [ branchl

B || DomainDnsZone:s
p || ForestDnsZones
p 1 mgmt

b L] sitel

b site2

t [ Reverse Lookup Zones

b ] Trust Paints

b [ Conditional Forwarders

b (L] Global Logs

m [ T>

Name {(uses parent domain name if blank):

|nsl

Fully qualified domain name (FQDM):

| ns1.EXAMPLE.COM.

IP address:

|2ns.n.ua.ai

[w] Create associated pointer (PTR) record

[ Allows any authenticated user to update DNS records with the
SAMEe QWNEr Name

dc0l.example.com,
.eample.com.

. @ %a0c01-10.1.70.200 - Re... |

Create ns2.example.com

[# > % 0w os0aM mE
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l__?_,l)l 01 - 10.1.70.200 - Remote Desktop Connection

m é . anager

BIG-IP Edg File Action View Help
Clignk

4 ‘l ’j x I_:.] MName (uses parent domain name if blark):

. £ DNS | ns2 Data Tirne:
4 o pcot
agiity pub. 4 (B Forward Lookup Zon Fully qualified domain narme (FQDRN):
b ] _rmsdes EXAMPLE [ ns2.EXAMPLE. COM.
4 .| EXAMPLE.COM IP address:
b A _msdes [ 198,51, 100.40]
bl _sites
p 2 _tep [w] Create assoclated pointer (PTR) record
b _udp [ | Allows any authenticated user to update DNS records with the
b [ branch01 SaMe owner name
b || DomainDnsZy
b | ForestDnsZo
b 5] mgmt [152], dcO exarnple.corn,,..  static
b sitel dell.example.cam, static
b ] site2 nslbranch exarmple.corm,  static
#Add Host Done

b | Reverse Lookup Zong | | | 10.1.70.200 6/26/

B Trust Paints 10.1.71.100 6/26/

p | Conditional Forwarders || ] de01 Hast (&) 10.1.70.200 static

[ @ Global Logs | gy bzl 203.0113.9 static

lnst Hast (&) zna.o.m.D
< m HE

orseat]| @ Lo ¢ @8 O % 0C0l-10.1.70.200-Re...

2.1.8.2 Sub Domain

Configure the delegation of gslb.example.com to ns1 and ns2, the A records which were created in the
previous step.

1. Expand “Forward Lookup Zones”, and right click on “EXAMPLE.com

118 Chapter 2. DNS



Reference Architecture Documentation

-.:_.lilllll 10.1.70.200 - Remote Desktop Connection

File Action Miew Help

oo 2mXD6= @

5 DNS Type Data Timestamp
4 | DCO1
4 sites
3. EXAMPLE.CC [ tep

RARLE & ohal
Update Server Data File

Start of Authority (SO4) [152], del exaraple.cam,,..  static

MName Server (N5) dedlexample.carm, static

MName Server (NS) nslbranch0l example.cam,  static
p 5] Re Hast () 10.1,70.200 6/26/2017 12:00:00 4
p ] Trus Hast (&) 10.1.71.100 6/26/2017 12:00:00 ¢
B Condi Hast (&) 101,770,200 static
[ fﬂ Globa Hast () 203,0113.8

Hast (4) 198.51,100.40

Refresh
Export List...

<| [ |”'>'||

Create a new delegated DNS domain,

2. Create the “gslb” subdomain.
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Lg DCo1
& DNS Manager
File Action View Help
e 2m XDz Bm iEa
2 DNs Name Type Data Timestamp
4 § ocon a
4[] Forward Lookup Zones || [
b ol _msdcs.EXAMPLE.CC e IR
4 = _EXAMPLE.COM & )
b 21 _msdes = you supply will be delegated to a different zone.
| j _sites < S
- ~pLelegated domain:
. you wank to delegate.
Pl _udp
p | branchO QSIbI
p | DomainDnsZone:
b | ForestDnsZones
b £ mgmt Fully qualified domain
b B sitel |
e EXAMPLE,COM ooy
b 2 Reverse Lookup Zones QSIb- i / £:00:00,
b [ Trust Points g
b 7 Conditional Forwarders | (s
[ Global Logs Qn
Eln
<Back || Mext> | | cancel |
<| m >

3. Step through the Delegation Wizard. Add “ns1.example.com - 203.0.113.8”
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File  Action  View Help

e @ XE oz Be § 8

E-3 EENS || MName Type Data T
4 i i
L New Delegation Wizard x|
E
Name Servers u
fou New Name Server Record T
cre. Enter the name of a DMS server that is authoritative For this zane,
. I e u
delet sepver Fully qualified dormain name (FQDN): gg !"!glt Q!QE M!Mg
Marm ns1.exarnple, com| | || Resolve |I
58 1P Addresses of this NS recard:
IP Address Yalidated Delete oMWy 5
«Click here to add an IP address> 5
Up 7
7
Dowin

] Click here to add the IP address .

I‘,'-seart| 2 @B [EE Command Prompt || % pco1 - 10.1.70.200 - .

Repeat to add ns2.example.com
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ction View Help

CIERELEEEN EIFEE

com

| Forward Lookup Zones
+ 2] _msdecs EXAMPLE.CC
1 =] EXAMPLE.COM
21 _msdcs

2 _sites

-

DomainDnsZone:
ForestDnsZones
mgmt

sitel

site2

| Reverse Lookup Zones

1 Trust Points

1 Conditional Forwarders
i) Global Logs

- - - - - -

yryeyrieyy

" BE

Name

21 _msdes

1 _sites

O tep

2 _udp

1 branch01

"l DomainDnsZones

| ForestDnsZones

1 mgmt

1 sitel

1 site2

[ 1{same as parent folder)
[ 1{same as parent folder)
[ 1(same as parent folder)
] (same as parent folder)
] clientm

[]dem

Flns1

rl nsd

Name Servers
You can select one or more name servers to host the delegated zone.
Specify the names and IP addresses of the DMS servers you want to have host the
20n€.
Name servers:
Server Fully Qualified Domain Mame (FQDN) 1P Address
sl .example.com. [203.0.113.8]
N
Add.. || JER.. || Remove |
| <tk | met> | |)cewel |
Host (&) 198.51.10040

4. Also add “ns2.example.com - 198.51.100.40”
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1. 70.200 - Remote Desktop Connection

View Help

XEG= B0 3 (] 1 Enterthe name of a DNS server that is authorkative for this zone.

rward Lookup Zones
_msdesEXAMPLE.CC|
EXAMPLE.COM
[ _msdcs

0 _sites

O tep

2 _udp

1 branch?1
1 DomainDnsZones
] ForestDnsZones
1 mgmt

0 sitel

0 site2

werse Lookup Zones
15t Points

nditional Forwarders
rbal Logs

" IBE

Name

1 _msdes 4
= sites

2 tep

= _udp

) branch01 ‘
] DomainDnsZones
) ForestDnsZones

I mgmt

] site

] site2

[ ] (same as parent fold
[ ] (same as parent fold
[ | (same a3 parent fold
[ ] (same as parent fold
] cliento?

[ ]ded

Flns1

r] nsd

Host (&)

19€.51.100.40

5. Make sure both ns1.example.com and ns2.example.com are added
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0.1.70.200 - Remote Desktop Connection

on View Help

a Q 5| E 5
nim XE 8 miEa
Name You can select one or more name servers to host the delegated zone.
n 1 _msdcs
Forward Lookup Zones || [ sites Speciy the names and IP addresses of the DNS servers you want to have host the
2l msdes EXAMPLE.CC| tep delegated zone.
5 EXAMPLE.COM 1 udp )
b [ _msdes < Name Sory QS e ———
2 ke | branch01 Eoreer Fuly - v —
bl _simes = . mwnmumtmg Address
> B tp :1 DomainDnsZones ns1. example. com. [203.0.113.8)
b B _udp _j ForestDnsZones 1152, example.com. [196.51.100.40)
p 2 I-mnchm - gk
- 3 si ‘\-__ __/
p ) DomainDnsZoned| — "Iul
b 5 ForestDnsZones || — site2
b ) mgmt [] tsame as parent folder)
b ) sitel [ ] (same as parent folder)
b site? r](same as parent folder)
Reverse Lookup Zones [] Gsame as parent folder)
Trust Points [ clientm
Conditional Forwarders I_| ded
Global Logs ] ns1
[ns2 Host (&) 198.51.100.40
mw >
- o
> OB R
6. Click “Finish”
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I-_ DCO1 - 10.1.70.200 - Remote Desktop Connection

- DNS Manager
File Action  Wiew Help

o 2m XEd= Bm § 8@

2 DNS Mame Type Data Timestamp
4 5 Dco
4 | Forward Lookup Zones
bl _msdes EXAMPLE.CC

4 ] BXAMPLECOM = Completing the New Delegation Wizard
b _misdes
bl sites o o |
b tep You have successfully completed the New Delegation
b _udp
b [ branch0l ol You specified the following settings:
b [ DamainDnsZaney| Name:  gsib.EXAMPLE.COM
b [ FarestDnsZones 1
b ] mgmt 1 To close this wizard and create the delegation, click Finish,
Bl sitel
bl sited 1:00:00 1

800:004

b Reverse Lookup Zones
B Trust Paints
B Conditional Farwarders
3 m Global Logs

<| " | [>

2.1.8.3 CNAME

A CNAME (Canonical name record) functions as an alias for another domain name. Create a CNAME
for “www” an as alias to www.gslb.example.com. When configured, this will result in a query for
www.example.com to be directed to the name www.gslb.example.com where a subsequent A record query
will be resolved.

1. Make sure “Forward Lookup Zones” and “EXAMPLE.COM” is expanded. Right click on “www”, and
select delete.
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B0DCO1 - 10.1.70.200 - Remote Desktop Connection

File Action View Help

e 2mXE=HBm iEa

2 DNs
4 § DCO
4 ] Forward Lookup Zones
b =) _msdcsEXAMPLE.CC
4 | EXAMPLE.COM
B ] _msdcs
O _sites
tep
_udp
branch{i
DomainDnsZones
ForestDnsZones
mgmt
sitel
site2
gslb

ICEECEEEREE

T T T STV

T

b ) Rewerse Lookup Zones
b [ Trust Points

p 1 Conditional Forwarders
B

Mame Type Data Timestamp

1 _msdes

2 _sites

= tep

O _udp

1 branchDl

]l DomainDnsZones

7] ForestDnsZones

1 mgmt

1 sitel

1 site2

2 gsib

Q {same as parent folder) Start of Authority (S0A) [152], dcOl.example.com.,... static

D (same as parent folder) Name Server (NS) dc0l.example.com. static

£l (same as parent folder) Name Server (NS) nsl.branch0l.example.com. static

] (same as parent folder) Host (&) 10.1.70.200 6/26/2017 12:00:00 2
£ clienti Host (&) 10.1.71.100 6/26/2017 12:00:00 £
Fldcm Host (&) 10.1.70.200 static

Elnn Host (A) 203.0.113.8

Elns2 Host (&) 198.51.100.40

| Delete |

|ete Help

Right Click - De
<| [

>

Deletes the current selection.

2. Right click on “EXAMPLE.COM”, and select “New Alias (CNAME)”
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,‘-:_ DC01 - 10.1.70.200 - Remote Desktop Connection

File Action View Help

2lE XE 6 lm[a New Alias ( CNAME)

5., DNS
a § pco
4 ] Forward Lookup
b o) _msd
4 ‘:j
3 “j ms
B
v 3
3
(o]
[0
(]
v 3 _
4 Domain...
b
b 21 gslb
b ] Rewverse Look All Tasks
b 0 Tustpoms |y,
p ) Conditional §
b (g3 Global Logs Delete
Refresh
Export List...
Properties
Help

e aE |

Start of Authority (S04)
Name Server (NS)
Name Server (NS)

Host (8)

Host (&)

Host (&)

Host (&)

Host (&)

Data

[152], deD.example.com.,...

dc0l.example.com.

ns1l.branchDl.example.com.

10.1.70.200
10.1.71.100
10.1.70.200
203.0.113.8
198.51.100.40

Timestamp

static
static
static
6/26/20M7 12:00:00 4
6/26/2017 12:00:00 4
static

Create a new alias resource record.

3. Add “www - www.gslb.example.com”
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é. DNS Manager
File Acton View Help
e nmXBc= Hm 83

,-3., DNS MName Type Data Timestamp
4 § DCM o _msdcs
4 | Forward Lookup Zones ) _sites
[ ; _msdes EXAMPLE.CC| ) tcp
4 Bl mMPLE COM 3 _udp
- —msdes 2 branch(n
o - sites . DomainDnsZo
b tep ) ForestDnsZone
p 1 _udp A mamt
b 2 branchil o .
p | DomainDnsZones| _ ’f‘ﬂ
p ] ForestDnsZones || site2
b B mgmt Bl gsio
p O sitel ] (same as pare
b site2 El (same as pare
=1 gslb rl (same as paren
= Revere Lookup Zanes || ] ome a3 paen www.GSLB.example.com
b ) Trust Points ] clientm —=====s
¢ ) Conditional Forwarders || ] dedl [] Allow any authenticated user to update 3l DNS records with the same
[ ﬂGlobalLogs i—lnsl name. This setting apples only to DNS records for a new name.
Elns2
<| m BE

el 2

2.1.8.4 Results

From the Jumpbox use “dig” from the CMD prompt

Do not specifing an IP address to the dig command, DNS requests will use the locally configured DNS
server (the DCO1 server).

The results will be similar to that of the image below. The first request for the CNAME www.example.com
was resolved to a CNAME of www.gslb.example.com, and the DNS server also inserts the resolved CNAME
to 203.0.113.9; the IP address of gtm1.site1. A subsequent DNS query resolved to 198.51.100.41 which
follow the round-robin algorithm configured on the pool.
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Command Prompt

UGG : “lUserssuser . EXAMPLE>dig www.example .com
i €{>» DiG 9.3.2 <<>> wwu.example.com
itd sS globhal options: printcmd
Got answer:
>>HEADER<<— opcode: QUERY. status: NOERROR. id: 687
J Stz fFlags:- gr aa »d va; QUERY:- 1. AMNSWER: 2, AUTHORITY: 8. ADDITIONAL: @
— 33 QUESTION SECTION:
] ; vuy . exanple .com. IN ic ati
_& AL P pplication
33 ANSWER SECTION: 1€
s v .example .com. 3608 IN CNAME wuww.gslb.example .com. =
- La v . gslb.example .com. 29 IN A 283 .8.113.9 1€
33 Query time: 46 msec
SERUER: 18.1.70.200#53¢108.1.70.288>
WHEN: Mon Jul 38 11:17:88 2018
HEG SIZE wcud: 72
C:xUzserssuser.EXRAMPLEXdig www.example .com
€2 DiG 9.3.2 <<>> wwu.example.com
; global options: printcend
Got answer:
—>>HEADER<<— opcode: QUERY, status: NOERROR. id: 593
flags: gr aa v»d va; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL: @
53 QUESTION SECTION:
swuw.example .com. IN
33 ANSWER SECTION:
wwy . example .com. 36808 IN CHAME v = g5 Ab.exanple .com.
www . gs lb.example .com. 29 IN A 198.51.1688.41
Query time: 31 msec
ERUVER: 18.1.78.208#53<108.1.78.288>
WHEN: Mon Jul 38 11:19:35 2818
HS8G SIZE wcud: 72
= pe .EXAMPLE>
Lf'Start = BIG-IP® - bigip1 .site2.&... |§user@dock&r:~ | = [m Command Prompt F.‘_‘.DCUI-10.1.?D.ZDD-R3...
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gtm1.site1.example.com

| ONLINE (ACTIVE)
| standalone

DNS » GSLB : Wide IPs : Wide IP List

1+ ~ | Wide IP List

@DHS | |~| Status « Name + Type | + Aliases

] Q www.example.com A www.gslb_exan

Delivery

Setti Data Centers
Servers
@ Acceleration
Links
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Partition

Statistics » Module Statistics : DNS : GSLB

£ - | Traffic Summary ~ | DNS 5 riber M ent | Network
Dashboard
Module Statistics Display Options
Analytics Statistics Type
Performance Data Format |N0nna|ized .
Auto Refresh |Disableﬂ . Refreshl
"5 1Apps
i Search| | Reauests ||
gnns ‘Status‘AWidelP |T¥De‘Parti.ti.onJP eia Pools ‘Total|Resul\red‘Re1
j ﬁj Acceleration O @ wwwexample.com A Comman lew.. 44 44 0
Reset |

% Device Management

22 o For more details click

EJ System

Note: Geographically redundant Web service by using BIG-IP DNS have been configured. Great job!

TMSH

tmsh show gtm wideip A www.example.com detail
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ll £ gtm1.51TEL
[rootlgtml:ictive:Standalone] config # Emsh SHOW GEm Wicsip A Wm sXample  Som dstail

! available

1 Balancing
ferred
Alternate

Fallback

Srtacus
Availability : available
State : enabled
Reason : Monitor /Common/bigip from 203.0.113.5 : UP
Destination : 203.0.113,.9:443
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TMSH
tail -f /var/log/ltm

el o - 4 a1 o o -

ol 1010 Tooo| L ¢ : . gid 991 from

from

oghinl 10l 0 Cobn| L1760 ‘ E -2 i 2 rs Lo L=2o

2.1.9 Failure Condition

Having followed the excercises up to this point will have resulted in the creation of an active/active disaster
recovery topology. An alternating response is received when querying www.example.com. From the com-
mand prompt in the Jumpbox type “dig www.example.com”. Repeat dig commands and observe the TTL
counting down.
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agility_prv...

53 MSG SIZE pcwed: 72

C:nUserssuser EXANPLE>dig www_example .com

Y Wawseramn 1o _oom

brinécmﬂ

D — opcode: QUERY. status: NOERROR, id: 838
ags: gqr aa rd ra; QUERY: 1. ANSWER: 2, AUTHORITY: A. ADDITIONAL: @

;5 QUESTION SECTIOM:
swuw.example .com. IN

:» HNSWER SECTIONM:

Mozila Firefu.« e h.example.com.

wery time- Ji mscco
SERUER: 18.1.78.20F453¢10.1.70.2608>
WHEN: Sun Jun 25 21:37:31 2017

;3 MEG SIZE wrcud: T2

C:slse ser.EXPIPLE}dig www.exam

ﬁStartl (= BIG-IP® - gtm1.site2.ex... | = |Q—| [ Iﬁ Command Prompt

|mm. mple.com. 3688 IN CNAME wuw.gslb.example ..com.

38 IN A 203.9.113.9

% %001 -10.1.70.200 - Re... |

Log into both the Active and the Standby ADC device in SITE1 and disable all interfaces.
https://bigip1.site1.example.com/tmui/Control/jspmap/tmui/locallb/network/interface/list.jsp

https://bigip2.site 1.example.com/tmui/Control/jspmap/tmui/locallb/network/interface/list.jsp
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_site1 example.com

|| ONLINE (ACTIVE)

Network » Interfaces : Interface List

7y - Interface List Inte Viiroring | LLDP
I
/e statistics
"5 iapps
T4 Local Traffic

R RRJR -

Routes

i

Self IPs

Click "Disable™

TMSH command to run on bigip1.site1 and bigip2.site1 to simulate a network failure

TMSH
tmsh modify interface all disabled

Log into gtm1.site1 and observe the status of “Server” objects:
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gtm1.site1.example.com

10.1.10.13

ONLINE (ACTIVE)
Standalone

DNS » GSLB: Servers:

2 - Server List

Dellvery O Q gtm1 site1_server 1 2(
tm1 site2_server 1 1¢

GsLB O @  gtmisie2
O ¢  sitet 2 2
Zones 2
Caches | Q site2_h 2 1¢
1¢

Settings

Acoelemﬁon i
3 evics Managoment Sitel HA pair is Down

£2) Network

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/server/list.jsp

TMSH

tmsh show gtm server
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[F] 4 Windows', system32' cmd.exe
C:sWindowsssysten32 Pdig www_example .com

5 << DiG 92.3.2 <32 wuwuw.example.com
;7 global options: printcmd

55 Got answer:

55 —»>HEADER{<— opcode: QUERY, status:

55 flags: gr aa rd ra; QUERY: 1, ANSWER: 2.

55 QUESTION SECTION:
swuw.example .com. IN A

55 ANSWER SECTION:

www .exanmple .com. JoBa IN CHAME
wwv .gslb.example .com. 29 IN f

55 Query time: 260 msec

;3 SERUER: 18.1.70.200#53¢(10.1.70.2008)

;3 WHEN: Thu Aug @9 23:28:16 2018

i3 MSG SIZE wrcud: 72

C:sWindowsssysten32*dig www_example .com

5 40> DiG 2.3.2 <3 www.example.com
;5 global options: printemd

,, Got answer:

is ;i)HEHDER((— opcode QUER tu

2q o

example com.

;3 ANSWER SECTION:
it} frviv . example .com. JoBa IN
wwv .gslb.example .com. ia IN

: H ERROR

CMAME
A

55 Query time: 31 mse

;; SERUER: 18.1.7@. 233“53(13 1. 78 288>
53 WHEN: Thu Aug 89 23:24:16 201

;3 MEG SIZE wpcud: 72

f‘startl = Failure Condition — Refe... " B C:'\Windows'system3... @ gtm1.SITEL

MOERROR. id: 1794
AUTHORITY: B, ADDITIONAL: @

AT -GS LT . EXANP L2 -

198.51.180.41

1d= 1618
RITY: @

T = g5 LI - CRAMPFAE . COM.

198.51.180.41

|‘§gtm1.5

| ‘@ user@docker: ~fexample. ..

Log into bigip1.site1 and bigip2.site1 and enable all interfaces

https://bigip1.site1.example.com/tmui/Control/jspmap/tmui/locallb/network/interface/list.jsp

https://bigip2.site 1.example.com/tmui/Control/jspmap/tmui/locallb/network/interface/list.jsp

TMSH

tmsh modify interface all enabled

2.1.10 Rest API

2.1.10.1 Authenticate

From the Jumpbox using the Postman application navigate to the “API” section under the Collections on the

left.

Note:

Config Sync has been enabled in previous lab tasks. All of the iControlREST configura-

tion changes will be performed only on gtm1.site1 and changes will automatically synchronized to

gtm1.site2

1. Reveal the navigation panel in Postman
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28 example.com_workspace ¥ & Invite

Q Filter o o ) example.com_environment
Test Setup  Verify Aut  Set Authe  Get GTMF CreateaV Aut X Authentic  Init

History Collections
» Authenticate and Obtain a Token gtm1.site1 |

El
POST ~ https:ifi{etm 1. s 1 rmemtghared/authnflogin Params
" Egg and the

0re e 't} - iy ) cript Tests @

|
erify ntlca!wr!w ] —
Inigrit auth fror (e —
PATCH  Set Authentic, T okE il - N an

This request is not inheriting any authorization helper at the moment, S

W
Shortcl

The authorization header will be

Create Pool gtrn1.site asutomatically generated when collection to use the parent's authorization helper,
Ee e
Create Wide-IP gt site wou send the request, Learn
more about authorization
GET  Find Pool Syntax
GET  Find Pool Syntax Pt.2
GET  Find Pool Syntax Pr.3 Body Cookies [2] Headers [22 Test Results {1/1) Status: 200 OK Time: 582 ms

PATCH Change LB Method W

= il m Q
PATCH  Change LB Method FTP e e t e

"username": "admin" ,
"10g1nReFer‘ence
"link": " h‘tt ps: Iflocalhos‘t Jmgmtsemisystemfauthn/providers flocalflogin®

page-icon...

@ Authenticate — Referen. .. | BE CHiwindows!system32Zic... "9 Postman

(¥}

wm-L-w

Build Browse v

‘@ gtm1.5ITEL L@ user@docker:~fexample. .. | %‘) DCotL -1

2. Click on “Authenticate and Obtain Token from gtm1.site1”.

—
7 requests

Authenticate and Obtain a Token gum 1 site e

GET  Verify Authentication warks gt site1
PATCH Set Authentication Token Timeout gtm1 site1
Create Paol g site1
Create Wide-lP g1 sitet
PATCH Change LB Method WWW

PATCH Change LB Methad FTP

3. Click on the “Send” button in the top right.

exarmple.com_enviranmment v (o4 #
Get GTME Create gl

Examples (0] =
Params Save T

Cookies Code

4. Open the respone body and observe the received token. The token value is dynamic and your re-

sult will not be the same as illustrated below. The token received will be used for all subsequent
authenticated actions with the BIG-IP DNS.
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POST ~ httpsui{{etml site 1 - mermtsharedfauthnflogin
Pretty J50M - rs.
1~
2 "username"”: "admin",
ERd "loginReference":
4 "link": "https:s/localhost/mgmtscm/systemsauthn/providers slocalyslogin®
5 ts
& "loginProviderfame": "local”,
i "token":
B oken": "IKS4KQEQECEEASIUHUADMOWSXEN ™,
9 "name": "IKSAKQEQECEBASSUHUAOHOKSYW",
1@ " L - 4= P
11 "authProviderName": "local",
12 = "user":
13 "link": "https:s/localhost/mgmtfsharedfauthz/users/admin”
14 ts
15 "groupReferences": [],
16 "timeout": 120,
17 "startTime": "2@18-@8-@7T711:4@:20.671-da@a",
18 "address": "1@2.1.1@.1le@",
19 "partition": "[&11]",
2@ "generation": 1,
21 "lastUpdateMicros": 1533656428670671,
22 "expirationMicros": 153365762867122Q,
23 "kind": "shared:authz:tokens:authtokenitemstate",
24 "selflink": "https:ss/localhost/mgmtssharedsauthz/tokens fIKSAKQEQECEBRASSUHUAOMOMEXY "
25 ts
2.1.10.2 POST

Authentication tokens have been acquired in the previous step, and will be used to create new BIG-IP DNS
configurations. A new FTP service will be created, which includes the automated creation of a new pool
and a Wide-IP.

Using the Postman application, select the “API” collection, and navigate to each of the next 4 requests and
click Send for each.

= AP
7 requests

Authenticate and Obtain a Token gem 1 sitel

T Verify Authentication works gtml.site]
T _Serfuarenticzsen Tohen Tmzos STl

BATCH Change LB Methad WWW

PATCH Change LB Methad FTP

Once complete, login to gtm1.site1 via Web interface and look for the new configuration elements to confirm
that they were successfully created. Do the same on gtm1.site2.

2.1.10.3 Results

Now lets test the new service we created. The related configuration on the BIG-IP LTM and on the Microsoft
DNS server are already complete for you. Open up FileZilla from your client workstation and connect to the
DNS service ftp.example.com. This is a CNAME for ftp.gslb.example.com.

Note: Use FTP credentials admin/admin
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Fz admin@ftp.example.com - FileZilla

File Edit ‘iew Transfer Server Bookmarks Help  Mew wersion available!
b N = = .
5 = QRO % LT M
Hast: IFtp.exampIe.com Username: Iadmin Passward: I'""l Part: I Cuickeonneck Ivl

Status:  Resaolving address of Fep.example.com

Status:  Connecting ko 203.0,113.9:21...

Status:  Connection established, waiting For welcome message...
Status:  Insecure server, it does not support FTP ower TL3,
Status:  Loggedin

Status:  Retrieving direckory lisking. ..

Status:  Calculating timezone offset of server. ..

Status:  Timezone offset of server is 0 seconds,

Status:  Directory listing of "fhomefadmin” successful

-

You've just successfully created a new highly available service on BIG-IP DNS all with only a few very
simple APl commands.

2.1.10.4 Active/Standby

Create a brand new configuration element that is relevant to a disaster recovery design, where site 2 is
converted to a standby site.

In order to make site2 a standby site, modify the load balancing method of each of its pools from “Preferred”
to “Global Availability”. Demonstrate the behavior using the dig command on the Jumpbox. For more
information on GSLB load balancing please refer to the link below.

Open Postman and send both of the patch commands below.

e
7 requests

Authenticate and Obtain a Token g1 site]
GET Verify Authentication warks gtm1 site1
PATCH Set Authentication Token Timeaut gtra site1
Create Pool gim site1

Create Wide-IP g1 site]

BATCH Change LB Method W
DATCH Change LB Method FTP

Login to the web interface of both gtm1.site1 and gtm1.site2 to witness the change. Confirm with dig
that the load balancing method is working as intended, what has changed? You should now be seeing a
consistent DNS respone when querying either ftp.example.com or www.example.com instead of the round
robin behavior.

2.1.10.5 API Extras (Optional)

In Postman, feel free to browse the other collections and experiment with additional REST commands.

Note: Please note that some of the commands in the collections may not be working. Challenge
yourself and fix one or two !

_static/APItextra.png
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F5 supports many APIs (Application Programmable Interfaces) including TMSH, WebUI, iControlREST,
iControlLX and SNMP to name a few. In this task, the example company will deploy an additional service
for FTP which requires geographic high availability. Postman will be used to execute configuration changes
on the BIG-IP, which uses the iControlREST interface.

Note: We are using Postman for demonstration purposes. All of the REST commands could also
be issued via curl if desired.

# Postman
File Edk View Help

ER New ~ a8 example.com_workspace = & Invite @'

example.com_g

Authentic  Werify Aus =t Softw  gim_sertr  Set Sggteg Step 1 HT =.1!J! P.a ®  Stepg Ve
nt dostman
. Open the "Postman
PNST = hitto s et .site g meEmbitrnegm ':|-'3J’a - !! Params I
o Application
&5 DCOL.RDP ot - - -

FileZilla
£ PUTTY (64-bit) Documents
p | Downlosds

request is not inheriting amy authorization helper atthe moment. 5

Recent Tkerms 3 the parent’s authorization helper,

Commpuker

Control Panel »
Devices and Printers

Duef sk Programs
Administrative Tools »

Run...

2.1.11 Congratulations

You have successfully completed the ‘Data Center Availability Services Using BIG-IP DNS’ lab.
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EXAMPLE INC. occupies two datacenters. Each o
datacenter is identically configured with:
- HA pair of F5 ADC
- Standalone F5 DNS
- Application Servers

ISPB.SITE2 = 198.51.100.0/24

ISPASITEL = 203.0.113.0/24

SITE1

o
appl_vlan: 10.1.30.0/74

appA _vlan: 10.1.40.0/24

« Students will configure F5 DNS servers to support GSLB (Global Services Load Balancing) on a
single device in sitel.

» Join an additional F5 DNS server in site2 to the GSLB cluster.

+ An Internal group of DNS servers is authoritative for the zone example.com and contains a static A
record for “www.example.com”, which resolves to 203.0.113.9.

+ Students will add glue records and delegate gslb.example.com to the F5 GSLB DNS servers.

« Convert the A record “www.example.com” to be a CNAME record pointing to www.gslb.example.com.
+ Students will create an additional GSLB service using iControl REST

» Modify the DNS load balancing method from active/active to active/standby

By the end of the lab students will have configured F5 GSLB DNS servers to alternately resolve
www.example.com to 203.0.113.9 and 198.51.100.41. At the end of the lab, students will then have an
opportunity to simulate a real-life failure scenario and observe how BIG-IP DNS responds to mitigate the
service outage.

2.2 Security

The lab environment consists of a Lan of workstations in a remote location with internal DNS servers behind
an F5 firewall.
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The F5 device is directly connected to the internet.

0

Of |ispl_internet_vlan

Remote Office

branch_vlan

o

IP=10.1.71.31
DN51 = 10.1.70.200
DN52 =10.1.70.210
GW=10.1.71.1

Workstation

O ad_vlan

v O

O =
0 DCO1
Ol |-

DC02

IP =10.1.70.200
GW =10.1.70.1

IP =10.1.70.210
GW =10.1.70.1

Students will work with the following concepts as part of a group of lab exercises.

1.

2 e

Transparent Cache
Hidden Master
DNSSec

Validating Resolver
RPZ

URL Categorization

2.2.1 Transparent Cache

2.2.1.1 Monitors

A DNS application specific health monitor provides intelligence in the steering DNS queries towards the
fastest responding DNS server.

2.2. Security
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O
ispl_internet_vlan

Remote Office

(o]
branch_vlan

IP = 10.1.70.200
=|GW =10.1.70.1

o

o IP=10.1.71.31
DN51 = 10.1.70.200
L DNS2 = 10.1.70.210
E GW=10.1.71.1
Workstation

IP = 10.1.70.210
GW =10.1.70.1

Navigate to: Delivery : Load Balancing : Monitors
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router01.branch0 1 example. com

| OMLINE (ACTIVE)
Standalone

DNS » Delivery : Load Balancing

# -~ Monitor List

[ﬁ Local Traffic real_server Real S
snmp_dca SNMP
@) Acceleration
| & top TCP
E=) Device Management £ tep_echo TCPE
. tcp_half_open TCPH
£2) Network

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/monitor/list.jsp

Create a monitor according to the following table:

Field Value

Name example.com_dns_monitor
Type DNS

Query Name www.example.com
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General Properties .
I Name | example.com_dns_monitor _
Description
I Type [DNS
Parent Monitor dns —
Configuration:
Interval lsi seconds

Up Interval Disabled

Time Uniil Up I 0 seconds
| 16

Timeout seconds
Manual Resume O Yes @ No
Reverse O Yes ® No
Alias Address | * All Addresses
mseer [ A B .example.com
ASRAT AL —
I Query Name | WWw._example. com b
Query Type a

Answer Section Contains I{}uery Type .
Accept RCODE |No Error .

Receive String

Adaptive L] Enabled

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/monitor/create.jsp

TMSH

tmsh create Itm monitor dns example.com_dns_monitor defaults-from dns gname www.example.com

2.2.1.2 Load Balancing

Augment and scale an existing DNS infrastructure by Load Balancing DNS queries across a pool of DNS
servers.

Navigate to: Delivery : Load Balancing : Pools : Pool List
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OMNLINE {ACTIVE)
Standalone

DMNS » Delivery : Load B: :ing : Pools : Pool List
1+ ~ | Pool List Statistics
[
"5} IApps
— r = Search| \ Create... |
@nns ‘Estah.ls|ANam ‘%Des
Listeners jateway_pool
GSLB Profiles
Zones 2 Lpad Balancing » 3 Pools Pool List
Caches Modes Statistics
Settings Monitors
% SSL Orchestra
() Local Traffic
Acceleration
@ Device Management
== Network
Create a pool according to the following table:
Field Value
Name branch01_dns_pool
Health Monitors example.com_dns_monitor

1. Node Name dc01.branch01.example.com_node

1 Address 10.1.70.200

53
1. Service Port

5 Node Name dc02.branch01.example.com_node

10.1.70.21
2. Address 0.1.70.210

2. Service Port 53
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Configuration: |Advanced ||

I Name [branch01_dns pool  «f——

Description |
Active Available
/Common ’ ICommon
Health Monitors il gateway_icmp A
mg_head_fﬁ W
hitps
Availability Requirement Health Monitor(s)
Allow SNAT
Allow NAT
Action On Service Down None
Slow Ramp Time |10— seconds
IP ToS to Client
IP ToS to Server
Link QoS to Client
Link QoS to Server
Reselect Tries [
Enable Request Queueing
Request Queue Depth ID—
Request Queue Timeout ID— ms
IP Encapsulation None
Resources
| Load Balancing Method - |Round Rabin

Priority Group Activation |Disabled .

® New Node O New FQDN Node O Node List
Node Name: | dc02.branch01.example.com_node  (Optional)

Address: | 10.1.70.210

\Senrice Port:| 53 Select .

Mew Members Add |
R:1 P:0 C:0 de01 branch1.example.com_node 10.1.70.200 :53
R:1 P:0 C:0 dc02 branchD1.example com_node 10.1.70.210 :53

Create two nodes

_Edit | _Delete |

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/pool/create.jsp

TMSH

tmsh create Itm pool branch01_dns_pool members add { dc01.branch01.example.com_node:53 { ad-
dress 10.1.70.200 } dc02.branch01.example.com_node:53 { address 10.1.70.210 } } monitor exam-
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ple.com_dns_monitor

2.2.1.3 Results
1. Navigate to: DNS »> Delivery : Load Balancing : Pools : Pool List

Click to select the branch01_dns_pool, and then click “Members”

router01_branch01. example. com

| ONLINE (ACTIVE)
| Standalone

Listaners _dns_pool

jateway_pool

Profiles

Statistics

&= Device Management

&2 Network
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/pool/list.jsp

2. Click to select “branch01_dns_pool”, and then select “Members”
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router01.branch01.example com

| ONLINE (ACTIVE)
I Standalone

Settings
% §SL Orchestrator
() Local Traffic
(" 24) Acceleration
g Device Management

&2 Network

DNS » Delivery : Load Balancing : Pools : Pool List »; P

4 - FProperties

Members

branch01_dns_pool

Common

() Available (Enabled) - The pool is available

Availability Requirement
Allow SNAT

Allow NAT

Action On Service Down

mbers™

e A e

Available

ICommon
example com_dns_monitor

[ ] Health Monitor(s)

ICommon
== | gateway_icmp A

hitp
il hitp_head_f5 v
hitps

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/pool/resources.jsp?name=

/Common/branch01_dns_pool

3. Notice the health status of the existing DNS infrastructure.
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lostnan router01_branchD1_example com

0.1.10.31

J| ONLINE (ACTIVE)

Caches

Settings
% S5L Orchestrator

() Local Traffic

Acceleration

@ Device Management

&= Network

DNS » Delivery : Load Balancing : Pools : Pool List »» Members : branch01_dns_pool

Members Statistics
N

1% ~ | Properties

Load Balancing

Load Balancing Method [Round Robin

Priority Group Activation
Update

otice that health monitors marked one server down
urrent Members
||Z|Stams|¢Memher |AMdr&m ‘¢Se.rvic Furt|¢FQDN‘¢
[0 @  dcoi.branchoi.example.com_node53 10.1.70.200 53 N
O @  dc02.branch01 example.com_node:53 10.1.70.210 53 N

TMSH

tmsh show Itm pool branch01_dns_pool detalil
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O

O |ispl_internet_vlan

. Remote Office

0
branch_vlan O ad_vlan
o] o '
o IP =10.1.70.200
Bl —|Gw =10.1.701
© 0 DCO1

IP=10.1.71.31

o
[ o= 0170z P - 10170210
- P GW =10.1.70.1

@ GW=10.1.71.1
Workstation

DCO02

In this module we will prepare the objects required to build a transparent cache.

In the next exercise a DNS profile will reference the cache and a Listener will forward traffic to a healthy
backend DNS server
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DNS requests go to the LDNS : |
server, which recursively queries ° .
for DNS on behalf of clients. OfY'sp1_internet_vian

ol \ Bran

Dt g . EEE ERE
[ ] -

ch Office
6 -

O
branch_vlan

O

o IP=10.1.71.31
“ DNS = 10.1.70.200

IP = 10.1.70.200
=|GW = 10.1.70.1

0
DCO1

GW=101711 IP =10.1.70.210
/ITREEEEN GW = 10.1.70.1
Windows Workstation DC02

Enabling a transparent cache on the BIG-IP will offload some DNS queries from being sent to the internal
DNS servers.
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IP =10.1.70.210

BIG-IP DNS transparent GW=10.1701

cache enabled o
O |ispl_internet vlan

ol [ Branch Office
— -

If the BIG-IP has the DNS
answer in cache then the
BIG-IP will respond o

(o
branch_vlan ad_vlan

o

O ) IP =10.1.70.200
o = GW =10.1.70.1

IP=10.1.71.21 DCO1
DNS = 10.1.70.200 OI-
GW=10.1.711 =

Windows Workstation

Log into the gateway device router01.brancho1 in the branch office
Navigate to DNS »> Caches : Cache List

Create a transparent cache

Field Value
Name transparent_cache
Resolver Type Transparent
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Hostname:  routerD1_branchi1 example com Ja 20 17 Uzer: admin

Role: Administrator

I OMNLINE {ACTIVE)

DNS » Caches : Cache List »» New...

General Properties

@ IApPS Mame — | transparent_cache
@ DNS Resolver Type  See——
Delivery DNS Cache
Zones I Message Cache Size | 1048576 bytes
Cache List OM
Size | | 10485760 bytes
ttings Statistics
| [ Enabled
estrator ‘ RRSet Rotate none
B) Local Traffic Cancel | Repeat | Finished |

Acceleration

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/create.jsp
TMSH command for router01.branch01:

TMSH

tmsh create Itm dns cache transparent transparent_cache

2.2.2 Listeners

A listener object is an specialized virtual server that is configured to respond to DNS queries.

We will be creating both TCP and UDP based listeners that have the same IP address of the existing DNS
server.

Note: the Workstation is configured to use 10.1.70.200 and 10.1.70.210 for DNS.

After this module students will have enabled the BIG-IP to intercept and cache DNS requests.
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Configure the IP address of o
the DNS servers as a Listener ©f|ispl.internet_vlan
o )
o Remote Location
- EHEE e S -
o DN istener: 10.1.70.200
branch_vlan | JDNS2: Listener: 10.1.70.210
O F U 0,200
GW = 10.1.70.1
O
| P = 10.1.70.210
/= =]ew=101711 =| GW = 10.1.70.1
Windows Workstation DCoz2

2.2.2.1 Log Profile

Configure DNS query and response logging.
1. Create a “Log Publisher” for local syslog.
Navigate to: System »> Logs : Configuration : Log Publishers
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| OMLINE (ACTIVE)
| Standalone

System

% SSL Orchestrator
loc al-db-publisher

O
Accelemﬁnn [0 sys-db-access-publisher
[0 sys-sso-access-publisher

Device Management et |
@ Network

File Managemen
Certificate Management
Disk Management
Software Management
License

Resource Provisioning
Platform

High Availability

Archives

_— Syst

Preferences Captufed Transact

Packe] Filter Options

sFlow

Local Waffic Remote Logging

Log Filters

Lg 4 pstinations

Configuration Log Publishers O)

Bihe c Ml cthad mcsmmamla =aae

Create a local syslog publisher as shown in the table below:

Field Value
Name local-syslog-publisher
Destinations local-syslog
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e gtm1.site1 example.com
0.1.1013

| ONLINE (ACTIVE)
| Standalone

System » Logs : Configuration : Log Publishers

General Properties
@ ] Name “ |Iccal—syslog-publisher
@ DNS Description |
@ 55L Orchestrator Log Destinations

. Selected Avzilable
@ Acceleration ICommon ICommon
Destinations * il alertd

@ Device Management - local-db
£2) Network

Cancel | Repeat | Finished
System

Configuration

File Management
Certificate Management
Disk Management

Software Management

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/system/log/create_publisher.jsp

TMSH

tmsh create sys log-config publisher local-syslog-publisher { destinations add { local-syslog { } } }

2. Create a “Logging Profile”
Navigate to DNS »> Delivery : Profiles : Other : DNS Logging
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router01_branc hO1_example com

101 1

OMNLINE {ACTIVE)
Standalone

ClicksCreatex

er : DNS Logging
»  Other

‘#Name

No records to display.

Delete |

Listeners
GSLB DNS

Zones
Caches

Settings

% SSL Orchesml*}«

() Local Traffic

ra
,% Traffic Intelligence

@ Acceleration

Load Balancing Protocol

Persistence

iRules

Statistics

Create a DNS logging profile as shown in the table below:

Field Value

Name example_dns_logging_profile
Log Publisher local-syslog-publisher

Log Responses enabled

Include Query ID enabled
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outerD1_branchD1_example.com
3

|| ONLINE (ACTIVE)
|| standalone

DNS » Delivery : Profiles : Other : DNS Logging »» New...

General Properties

@ iApps Name — | example_dns_logging_profile
|| Wizards Description |
@ DNS Configuration
Delivery Log Publisher | local-sysiog-publisher
Log Queries [ Enabled
GSLB
Zones Log Responses Enabled —
Caches Log Fields
Settings Include Complete Answer Enabled
Include Query 1D [ Enabled _
% SSL Orchestrator
Include Source Enabled
Q:jﬂ Local Traffic Include Timestamp Enabled
Include View ] Enablad

'i Traffic Intelligence
Cancel | Repeat | Finished |

m Acceleration
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/locallb/profile/dns_log/create.jsp

TMSH
tmsh create Itm profile dns-logging example_dns_logging_profile enable-response-logging yes
include-query-id yes log-publisher local-syslog-publisher

2.2.2.2 DNS Profile

A DNS profile will control which features are enabled as part of processing a query.

Navigate to: DNS »> Delivery : Profiles : DNS
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ostnan router01.branch01 example.com Ca 1 Uzer. admin

D.1.10.31 Tin ) Role: Adminisirator

OMLINE {ACTIVE)
Standalone

DNS » Delivery : Profiles : DNS

o DNS Protocol v | O CI ick “create"

) 1Apps F " Searchl Create...
DNS ©)
Protocol
Other
Settigos Translation
Nameservers
% SSL Orchestrator
Keys
() Local Traffic
P
@g Traffic Intelligence
m Acceleration
Create a DNS profile as shown in the table below.
Field Value
Name example.com_dns_profile
DNS Cache Enabled
DNS Cache Name transparent_cache
Use BIND Server on Big-IP Disabled
Logging Enabled
Logging Profile example_dns_logging_profile
AVR statistics Sample Rate Enabled, 1/1 queries sampled
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Delivery
GSLB
Zones
Caches

Settings
% SSL Orchestrator
(35 Local Traffic
rfj; Traffic Intelligence
(%) Acceleration
r:fj Access

— i
—— Device Management

£ Network

%% System

DNS » Delivery : Profiles : DNS »» New DNS P

General Properties

I MName Im_
Parent Profile dns

Denial of Service Protection Custom []
Rapid Response Mode Disabled O
Rapid Response Last Action Drop O

Hardware Acceleration

Protocol Validation

[Disabled[~] O

Logging Profile

AVR Statistics Sample Rate

Response Cache O
DNS Features
DNSSEC O
GSLB O
DNS Express O
DNS Cache —p
DNS Cache Name [transparent cache || offe— ¥}
DNS IPV6 to IPv4 O
Unhandled Query Actions Allow O
Use BIND Server on BIG-IP —
DN Traffic
Zone Transfer Disabled O
DNS Security Disabled O
DNS Security Profile Name Select . O
Process Recursion Desired O
Logging and Reporting
Logging [Enabled [] s — /]

|example_dns_lngging _profile k
Enabled 1.F| 1 queries sampled ﬁ@

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/locallb/profile/dns/create.jsp
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TMSH

tmsh create Itm profile dns example.com_dns_profile { avr-dnsstat-sample-rate 1 cache transparent_cache
defaults-from dns enable-cache yes enable-logging yes log-profile example_dns_logging_profile use-local-
bind no }

2.2.2.3 UDP Profile

A UDP profile controls the way the platform processes UDP traffic.
Navigate to: DNS »> Delivery : Profiles : Protocol : UDP

router01.branch1.example.com D Uszer. admin

1.1.10.31 Ti IT) Role: Administrator

|| OMLINE (ACTIVE)
| standalone

DNS » Delivery : Profiles : Protocol : UDP

% ~ | DNS Protocol

7| wizards ‘eName
% udp
@ DNS
% udp_decrement_til
Listeners
GSLB
Zones Load Balancing UDP 4 @
Caches iRules TCP
Settings
% S5L Orch
) LocalT

a
EQ Traffic Intelligence

@ Acceleration
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/profile/udp/list.jsp

Create a UDP profile as shown in the following table.

Field Value
Name example.com_udp-dns_profile
Parent Profile udp_gtm_dns
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erl1.branch01_example.com

|

DNS » Delivery : Profiles : Protocol - UDP »» New UDP Profile...

General Properties

") 1apps
Name I example.com_udp- —
7|l Wizards Parent Profile |udp_c|1m_dns _
@ DNS Settings
Proxy Maximum Segment
Delivery s = O
GSLB Idle Timeout [Specify.. [v]| 5 seconds
Zones IP To3 | Specify... | 0
Caches Link QoS [Specify_. [0
Seftings Datagram LB Enabled
Allow Mo Payload O
% 55L Orchestrator
TTL Mode |Pro><y .
() Local Traffic Don't Fragment Mode [PMTU ]
| Traffic Intelligence cancel | Repeat | Finished |
m Acceleration

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/profile/udp/create.jsp

TMSH
tmsh create Itm profile udp example.com_udp-dns_profile defaults-from udp_gtm_dns

2.2.2.4 TCP Profile

A TCP profile controls the way the platform processes TCP traffic.
Navigate to: DNS »> Delivery : Profiles : Protocol : TCP
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routerD1.branchD1.example.com
10.1 }

ONLINE (ACTIVE)
Standalone

DHS » Delivery : Profiles : Protocol : TCP
% ~ | DNS Protocol

r ® Se:archl Create. .
‘ + Name

7z apm-forwarding-client-tcp

it apm-forwarding-server-icp

Listeners 5_profile
Profiles = DNS

Other TCP O)

Load Balancing

Cach
Setti
Nameservers B
% 551 Orchestrator Keys Hep-lan_profile

[T Spinsession-aerauit-icp
@ Local Traffic
| i oicp

r@ Traffic Intelligence tcp-lan-optimized

| 1 tcplegacy
| .

@ Acceleration
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/profile/tcp/list.jsp

Create a TCP profile as shown in the following table.

Field Value
Name example.com_tcp-dns_profile
Parent Profile f5-tcp-lan
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. router(1 branchD1_example com er. admin

Local Traffic » Profiles : Protocol : TCP »» New TCP Profile...

General Properties

MName I example.com_tcp-
@ DNS Parent Profile | -tep-tan
@ S$SL Orchestrator Timer Management
Close Wait Specify... 5 seconds
ﬂ::ﬂ Local Traffic I -I
Fin Wait 1 [Specity... [¥]| 5 seconds
Metwork Map
Fim Wait 2 Specify... |v|| 300 seconds
Wirtual Servers I =il I
Policies Idle Timeout [Specity.—T+] | 300 seconds
Profiles Keep Alive Interval [Specity..[~] | 1800 seconds
Ciphers Minimum RTO 200 milliseconds
iRules Reset On Timeout [ Enabled
Fools Time Wait [Specity— [~] [ 2000 milliseconds
Nodes Time Wait Recycle Enabled
Ivlonitors
Zero Window Timeout | Specify... | 20000 milliseconds
Traffic Class
Address Translation Memory Management
Auto Proxy Buffer O
Acceleration Auto Receive Window O
Auto Send Buffer O
@ Device Management
Proxy Buffer High 65535  bytes
£ Network Prosxy Buffer Low 32768 bytes

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/profile/tcp/create.jsp

TMSH

tmsh create Itm profile tcp example.com_tcp-dns_profile defaults-from f5-tcp-lan

2.2.2.5 DNS Servers

Create a monitor and a pool for the Internal DNS servers.

Navigate to: DNS »> Delivery : Load Balancing : Monitors
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routerl1.branch01.example com
10.1.10.31

' Firewall: Consistent

| ONLINE (ACTIVE)

DNS » Delivery : Load Balancing : Monitors

¢ ~ Monitor List

g o F oo |

7| wizards ‘|1||‘Name

‘I:I example.com_dns_monitor

| 7 gateway_icmp
Listeners

iRules

Nameservers
(%3 sSL Orchestrator

Keys

[ 1.i Tear_server
ﬁ Local Traffic

‘ i1 snmp_dca
[ AS -
. Traffic Intelligence ‘ 1 tep

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/monitor/create.jsp

Create a DNS monitor according to the table below:

Field Value

Name example.com_dns_monitor
Type DNS

Query Name www.example.com
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e noulerdd beanchO1 example. com

Farewall: Consistent
q | ONLINE jACTIVE)
-

| Standalone

BT BT ows . Delivery : Load Balancing : Monitors

E I Name | axample. com_dns_monitor w
) wizaras Description | ‘*”’,’i-ﬂﬂﬂﬁ
ONS l Type DNS -

Delivery fors i
GSLB Configuration: Ravianced ]
Zones Inferval 5 seconds
Cachos Up Intesval Dsatiea ]
Setlings Time Unisl Up a saconds
ﬁ S50 Orchestrstor Timeout 16 seconds
Manual Resume O'ves @ No
73 Local Traffic
HReverse OYes® No
'g; Traffic intellipence Transparent Oives = No
E“ — Alias Address [* Ax Adgresses
Allas Service Port . ~All Fors_|v]
7/ Subscriber Management
Imm [ exampe com] _
) Access Query Type F =
3 Device Management Angwer Sechion Contans Qsery Typé
Accept RCODE [NoEmor =]
J Security
Recaive String
ES) Network Adaptve [ enatiea
%) system Cancel | Repeal | Finished |

TMSH

tmsh create Itm monitor dns example.com_dns_monitors gname www.example.com

Navigate to: DNS »> Delivery : Load Balancing : Pools : Pool List
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| Firewall: Consistent
| ONLINE (ACTIVE)

DNS » Delivery : Load Balancing : Pools : Pool List
A . # -~ Pool List Statistics E
=) uapps | N
L8 F ®  Search Graatel
|| Wizards |E|SIH|LIS“N3MB
O @ branch01_dns_pool
&) ons
] Q default_gateway_pool
EDN
Profiles
Zo@es Pool List
C&hes iRules Modes Statistics
ings Translation Monitors
MNameservers
% 55L Orchestrator
Keys

@ Local Traffic
o
. L’k Traffic Intelligence

! 74| Acceleration
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/pool/list.jsp

Create a DNS pool according to the table below:

Field Value

Name example.com_dns_pool
Health Monitors example.com_dns_monitor
Node1 Name: dc01.example.com_node
Node1 Address: 10.1.70.200

Node1 Port: 53

Node2 Name: dc02.example.com_node
Node2 Address: 10.1.70.210

Node2 Port: 53
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rouber01 branchl examgle com

| Firewall: Consistent
| OMLINE (ACTIVE)
| Standalone

DNS s Delivery @ Load Balancing : Pools : Pool List . New Pool..

[/r—o Statistics
Configuration: IBQSE VI
g pos I Name example.com_dns_pool

g_] Wizards Description

@ ONS Available
[Comman
Delivery Health Monitors example.com_dns_monifor i ﬂm&_lcmp ~
GSLB == mheadﬁ v
Zones
Resources
Caches T
Load Balancing Method | Round Robin [»]
Setlings
Priority Group Activation Disabled
(3 st orchestrator ® New Node O New FODN Node O Node List O FQDN Node List
Node Mame: | de02 example.com_node {Optional)
) Locat Trame Address: [ 10.1.70.210] x
. Traffic Intelligence Service Port | 53 [Select . |w]
“ A |
== New Members
(£2X) Acceteration |Nmauam | AddressFQDN  Service Port Auto Populate  Priority |
7 s Mana i de01 example com_node 10170200 53 0
a2 example com_node  10.1.70.210 53 0
2 Access Eait | Dolato |
£} Device Management Cancel | Repeat | Finished |
o s
TMSH

tmsh create Itm pool example.com_dns_pool members add { dcO1.example.com_node:53 { address
10.1.70.200 } dc02.example.com_node:53 { address 10.1.70.210 } } monitor example.com_dns_monitor

2.2.2.6 UDP Listener

A UDRP listener is an IP address that will receive DNS queries.

Navigate to: DNS »> Delivery : Listeners : Listener List
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router01.branchl1.example.com D Uzer. admin

1.1.10.31 T T} Role: Administrator

| ONLINE (ACTIVE)

DNS » Delivery : Listeners : Listener List

% - | Listener List Statistics

|| Wizards ‘estate|¢Name
MNo records to display.
@ DNS
Enable | Disable | Delete... |
Listener List ©)
GSLE, lles Statistics
5 Load Balancing
Cac iRules
Settings Translation
Mameservers

% 551 Orchestrator

Keys

ﬁ:j’j Local Traffic
o
I% Traffic Intelligence

m Acceleration

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/listener/list.jsp

Create two UDP listeners according to the tables below:

Field Value

Name DCO1_udp_53_virtual
Destination Address 10.1.70.200

Service Port DNS 53

VLAN and Tunnel Traffic -> Enabled on.. branch01_vlan

Protocol UDP

Protocol Profile (Client) example.com_udp-dns_profile
DNS Profile example.com_dns_profile
Default Pool example.com_dns_pool

Field Value

Name DCO02_udp_53_virtual
Destination Address 10.1.70.210

Service Port DNS 53

VLAN and Tunnel Traffic -> Enabled on.. branch01_vlan

Protocol UDP

Protocol Profile (Client) example.com_udp-dns_profile
DNS Profile example.com_dns_profile
Default Pool example.com_dns_pool

2.2. Security

171


https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/listener/list.jsp

Reference Architecture Documentation

router01.branchl1.example.com
1.10.31 (CDT) Administrator

| ONLINE (ACTIVE)

DNS » Delivery : Listeners : Listener List »» New...

_ General
g 1Apps Name _i| DCO1_udp_53_virtual
[7=) Wizards Description |
@ DNS | State IEnabIed .
Delivery Listener: |Advanced| |
Type: @ Host O Network
GsLe Destination s
m— Address:| 10.1.70.200
Zones
Caches ERrER A |DNS | 53
Settings VLAN Traffic ﬁlEnabled on... .
Selected Available
@ $5L Orchestrator \ ICommaon ispi_site1_vlan
VLANS and Tunnels =] | st siteavian A
isp2_site1_vlan
() Local Traffic =] | isp2_stezvian v
socks-unnal
o0, i -
% T Intelligence Source Address Translation None
(i :'%j Acceleration Address Translafion [ Enabled
Port Translation [ Enabled
fjj] Access
Route Advertisement [1Enabled
&= Device Management Auto Last Hop Defaul
Last Hop Pool Mone ~
£2) Network ° I
Service: |Advanced v |
System
Pratocol |UDP. —
Protocol Profile (Client) | example.com_udp-dns_profile A
Protocol Profile (Server) |iUse Client Profile)
DNS Profile |example.com_dns_profile —
Load Balancing
Default Pool I branch01_dns_pool —
Default Persistence Profile None
Fallback Persistence Profile None

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/locallb/virtual_server/create.jsp

TMSH
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tmsh create gtm listener DCO1_udp_virtual address 10.1.70.200 port 53 ip-protocol udp pool exam-
ple.com_dns_pool profiles add { example.com_dns_profile example.com_udp-dns_profile } vlans add {

branch01_vlan } vlans-enabled

TMSH

tmsh create gtm listener DC02_udp_virtual address 10.1.70.210 port 53 ip-protocol udp pool exam-
ple.com_dns_pool profiles add { example.com_dns_profile example.com_udp-dns_profile } vlans add {

branch01_vlan } vlans-enabled

2.2.2.7 TCP Listeners

A TCP listener is an IP address that will receive DNS queries.
Navigate to: DNS »> Delivery : Listeners : Listener List

router01.branch1.example.com D Uszer. admin

.1.10.31 Role: Administrator

|| OMLINE (ACTIVE)
| standalone

DNS »» Delivery : Listeners : Listener List

% - | Listener List Statistics
A

|| Wizards ‘ + State | + Name
MNo records to display.
@ DNS
Enable | Disable | Delete... |
Listener List
les Statistics

Load Balancing

iRules
Settings Translation
Mameservers
% 551 Orchestrator
Keys

[j:j’j Local Traffic
o
g% Traffic Intelligence

m Acceleration

o

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/listener/list.jsp

Create two TCP listeners according to the table below:
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Field Value

Name DCO1_tcp_53_virtual
Destination 10.1.70.200

Service Port DNS 53

VLAN and Tunnel Traffic -> Enabled on.. branch01_vlan
Protocol TCP

Protocol Profile (Client)

example.com_tcp-dns_profile

DNS Profile example.com_dns_profile
Pool example.com_dns_pool
Field Value

Name DCO02_tcp_53_virtual
Destination 10.1.70.210

Service Port DNS 53

VLAN and Tunnel Traffic -> Enabled on.. branch01_vlan

Protocol TCP

Protocol Profile (Client)

example.com_tcp-dns_profile

DNS Profile example.com_dns_profile
Pool example.com_dns_pool
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| ONLINE (ACTIVE)

% SSL Orchestrator

() Local Traffic

Lt

i Traffic Intelligence
%
(i }ﬁ] Acceleration

rjj] Access

@ Device Management

@ Network
System

User: admin
Administrator

DNS » Delivery : Listeners : Listener List »» New...

General
Name s—] DC01_icp_53_virlual
Description |
‘ State |Enabled .
Listener: |Advanced
- Type:  ® Host O Network
Destination
—> Address: | 10.1.70.200
Service Port [ons | 53
VLAN Trafic st [Erzbled on. ||
Selected Available
ICommon [Common
WLANs and Tunnels | - | gﬂa:r::? Jian ~
== | hltp—tuaneI W
ispi_site1_vlan
Source Address Translation None
Address Translation [ enabled
Port Translation [ Enabled
Route Advertisement [1Enabled
Auto Last Hop Default
Last Hop Pool |None
Service: |Advanced
Protocol [TCPTY] tf—

Protocol Profile (Client) |examp|e.com_tcp—dns ,_profile

_

Protocol Profile (Server) |(Use Client Profile)

DNS Profile

|example.com_dns_profile

Load Balancing

Default Pool |branch01_dns_pool
Default Persistence Profile Mone
Fallback Persistence Profile None

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/listener/create.jsp

TMSH
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tmsh create gtm listener DCO1_tcp_virtual address 10.1.70.200 port 53 ip-protocol tcp pool exam-
ple.com_dns_pool profiles add { example.com_dns_profile example.com_tcp-dns_profile } vlans add {
branch01_vlan } vlans-enabled

TMSH

tmsh create gtm listener DC02_tcp_virtual address 10.1.70.210 port 53 ip-protocol tcp pool exam-
ple.com_dns_pool profiles add { example.com_dns_profile example.com_tcp-dns_profile } vlans add {
branch01_vlan } vlans-enabled

https://support.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-dns-cache-implementations-11-3-0/
2.html

2.2.2.8 Results

1. From the jumpbox open a command prompt, perform several recursive queries to your new listener to
test.

Repeat some of the same queries multiple times

dig www.f5.com

dig www.wikipedia.org
dig www.ncsu.edu

dig www.example.com

2. Viewing Cache Entries

Navigate to: DNS »> Caches : Cache List >» Properties : transparent_cache
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routerD1.branchD1.example.coi
0.1 1

]| ONLINE (ACTIVE)

Caches

Settings
% 55L Orchestrator

() Local Traffic

Acceleration

@ Device Management

E2) Network
System

DNS » Caches : Cache List

1+ ~ Properties

General Properties

Statistics

E]

RRSet Rotate

|ncne .

M n
Cli
o

Name transparent_cache
Resolver Type Transparent (Mone)
DNS Cache
Message Cache Size fin4s578
Resource Record Cache Size 10485760
Answer Default Zones Enabled

c

bwytes

ck Statistics

Update | Delete... |

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/properties.jsp?name=
%2FCommon%2Ftransparent_cache

Navigate to: Statistics »> Module Statistics : DNS : Caches »> Caches

weuter01.branch0 1. example.com
10.1.10.31

]| OMLINE (ACTIVE)

Statistics » Module Statistics : DNS : Caches » C

Network

1% - Trafiic Summary ~+ | DNS
e
Dashboard
Module Statistics Display Options
Analytics kTS e
Performance Data Format |Ncrma\izeu ~]
_ Auto Refresh Disabled Refresh
iApps
[[Common/iransparent_cache Search| Reset Saerr.hl DNS Queries | | Enlines]
@D"S |-Name ‘PEIHHOMPEM |De|ail5 ‘%Queries|¢Respanses|¢Svnc‘%Async|¢R%olve|¢Connect|¢:
g% §5L Orchestrator [0  transparent_cache Common View.. 7 4 4 0 0 0 0
Reset | Clear Cache
[ vLocal Trafic
Acceleration
L] -
£ Device Management C‘I I Ck/ \V_/I eWJr
N A
£2) Network
System
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Navigate to: Statistics >>» Module Statistics : DNS : Caches »> Caches : transparent_cache

Hostname: router01.branch01.example.com Date: Jun 27, 2017 User: admin
IP Address: 10.1.10.31 Time: 12:52 PM (CDT} Role: Administrator

]| ONLINE (ACTIVE)
5 || Standalone

Statistics » Module Statistics : DNS : Caches » Caches : transparent_cache

o Statisties # - | Summary
Dashboard
Module Statistics DGO SIS
anaics Data Format
Y
Performance Auto Refresh IDisaDIed . Refresh)|
<< Back | _Clear Statistics
ﬁ; TApps
-".‘ DNS Query Details
— Queries 7
(43 SSL Orchestrator rmriieEs 2
Synchroncus Responses 4
r‘:_‘ﬂ Local Traffic i a
Asynchronous Responses [1]
' { )i Acceleration
Failure Details
8 Device Management Resolve o
Connection 0
—--—'(—j pEGE Server 1]
[E%] system eI @
Cache Details its Misses Inserts Updates Evictions
DNS Message Cache 4 3 a 0 a
Resource Record Cache 0 15 0 4] 0
Forwarder Activity
Queries 0
Responses 1]
Response Policy
Rewrites 0

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/stats_detail.jsp?name=
/Common/transparent_cache

TMSH

tmsh show Itm dns cache records rrset cache transparent_cache

le.zom

config #

TMSH
show Itm dns cache transparent transparent_cache

3. Clearing Entire Cache
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Navigate to Statistics > Module Statistics > DNS > Caches
Set “Statistics Type” to “Caches”.

Select the cache and click “Clear Cache” to empty the cache.

2.2.3 Hidden Master

The internal DNS servers are authoritative for example.com so we need to slave the zone to the BIG-IP.

After this module is complete the BIG-IP will become an authoritative slave.

Root Nameservers

The Domain controllers are
Authoritative for example.com.
Configure F5 DNS to slave the o

zone example.com from the ispl_internet_vian

“Hidden Masters” Remote Office

DNS1 Listener: 10.1.70.200
DMNS2: Listener: 10.1.70.210

O
branch_vlan

9l| Hidden Masters

IP =10.1.70.200
=| GW =10.1.70.1

o
o 1P=101.7131 DCo1
| DNS1 = 10.1.70.200 ol 10170010
- DNS2 = 10.1.70.210
T Gw=10.1711 : GW = 10.1.70.1
(Faae—\ OW=10.171

Windows Workstation

y O

Zone example.com:
slaved to BIG-IP

o

DCO02

https://support.f5.com/kb/en-us/products/big-ip_Itm/manuals/product/dns-services-implementations-11-6-0/
2.html#unique_1658664851

2.2.3.1 Name Server

Define the Active Directory server as a nameserver and initiate a zone transfer.

Navigate to DNS »> Delivery : Nameservers : Nameserver List
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| ONLINE (ACTIVE)
| Standalone

Listeners
GSLB Profiles
Zones Load Balancing
Caches iRules
Settings Translation

Mameservers » | Mameserver List G-)

% S$5L Orchestrator

Statistics
) Local Traffic
(© 24) Acceleration
% Device Management
£2) Network
Create a nameserver according to the following table:
Field Value
Name dc01.example.com
Address 10.1.70.200
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DNS » Delivery : Nameservers : Nameserver List »» New Nameserver...

General Properties

iApps Name ﬂl dc01.example.com
@ DNS Address ﬂhu.tmznq x

Delivery Service Port ‘ | 53 [Otner:
GSLB
Configuration

Zones

Route Domain i
Caches

TSIG Key | Mone .
Settings

Cancel | Repeat | Finished |

(33 sSL Orchestrator
Acceleration

Device Management
£2) Network

(%] system

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/nameserver/create.jsp

TMSH

tmsh create Itm dns nameserver dcO1.example.com { address 10.1.70.200 }

2.2.3.2 DNS Express

The zone example.com is served from the high performance authoritative resolver.

Navigate to DNS »> Zones : Zones : Zone List
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router01. branch1.example com

| ONLINE (ACTIVE)
| standalone

DMNS » Zones : Zones : Zone List
7+ -~ Zone List Statistics
I
- \
E I ® Sean:h' Create.
%3 DNs ‘AName I%RﬂsumsePﬂicy|¢Pa'ﬁﬁmfPam
Delivery No records to display.

GSLB

Statistics

Caches

Settings
% S5L Orchestrator
) Local Traffic
! #4) Acceleration
% Device Management

&2) Network

Create a DNS Express zone according to the following table:

Field Value

Name example.com
Server dc01.example.com
Allow NOTIFY From 10.1.70.200
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gtm 1 site1. example.com Date: Ju
10.1.10.13

| ONLINE (ACTIVE)
| standalone

DNS » Zones : Zones : Zone List » New Zone...

@ DNS
DNS Express
Delivery Server dhcm .example.com
GSLB Availability Unknown
Zones State |Enab{ed .
Caches Notify Action Consume
Settings

Address: I— ﬂl

& S5L Orchestrator

Allow NOTIFY From
(1 &%) Acceleration
— Delete
Device Management —I
Verify Notify TSIG ]
£32) Network Response Policy O
[f%] System Zone Transfer Clients

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/zone/create.jsp

TMSH

tmsh create Itm dns zone example.com { dns-express-allow-notify add { 10.1.70.200 } dns-express-notify-
tsig-verify no dns-express-server dc01.example.com }

https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-services-implementations-12-1-0/
1.html#guid-977cd16a-5d12-4b1e-964c-5d8206f647ed

https://www.unbound.net

2.2.3.3 Results
The BIG-IP will now be an authoratative slave for the example.com zone. This protects the master as well
as increases performance utilizing the BIG-DNS delivery engine.

1. Click on the newly created DNS Express zone and make sure it is showing green for ‘Available’
indicating that the initial AXFR transfer was successful.
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DNS Express

Server dc01.example.com v
Availability Available (Enabled) - Successiul AXFR —

2. Using putty from the taskbar, log in to router01.branch01.example.com.

Run the following command to see the contents of the DNS Express database:

dnsxdump | less

Examine the results
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2.2.4 DNSSec

example.com is slaved from the internal
DNS servers, and DNSSec signed. ©

Remote Office

O
branch_vlan

o

example.com

example.com

Workstation

https://support.f5.com/kb/en-us/products/big-ip_Itm/manuals/product/dns-services-implementations-11-6-0/
2.html#unique_1658664851

2.2.4.1 Zone Signing Key

Navigate to: DNS »> Delivery : Keys : DNSSEC Key List
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| ONLINE (ACTIVE)
| Standalone

DMS » Zones : DNSSEC

4 ~ DMNSSEC Zone List

Listeners
Profiles M
Zones Load Balancing
Caches iRules
Setlings Translation

MNameservers
TSIG Key List

DNSSE” Key List (3)

=) Network

Create zone signing key according the following table:

Field Value

Name example.com_zsk
Type Zone Signing Key
Key Management Manual
Certificate default.crt

Private Key default.key
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: routerD1_branch01.example.com

3

Caches

Sefttings

% SSL Orchestrator

@ Local Traffic

Acceleration

@ Device Management

E2) Network

DNS » Delivery : Keys : DNSSEC Key List »» New DNSSEC Key...

General Properties

I Name | example_com_ksk| x —
Type |Zune Signing Key . <
State
Hardware Security Module None
Algorithm
Key Management <

Key Settings
Ceriificate default.crt <
Private Key |default key <

Cancel | Repeat | Finished |

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/dnssec_key/create.jsp

TMSH

tmsh create Itm dns dnssec key example.com_zsk key-type zsk certificate-file default.crt key-file default.key

2.2.4.2 Key Signing Key

Navigate to: DNS »> Delivery : Keys : DNSSEC Key List
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| ONLINE (ACTIVE)
| Standalone

4 ~ DMNSSEC Zone List

@ms |Esmus|ANm

Listeners
Profiles M
Zones Load Balancing
Caches iRules
Setlings Translation

Nameservers
TSIG Key List
DNSSE” Key List (3)

=) Network

Create a key signing key according to the following table:

Field Value

Name example.com_ksk
Type Key Signing Key
Key Management Manual
Certificate default.crt

Private Key default.key
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router(1_branch01. example com

0.1.10.31

| OMLINE (ACTIVE)
| standalone

DNS » Delivery : Keys : DNSSEC Key List »» New DNSSEC Key...

General Properties

@ R I MName |example_com_icsk _
= Wizards Type [Key Signing Key [v] 4 —
@ e State [Enabled [¥]
) Hardware Security Module None
Delivery
i v
asLB Algorithm RSA/SHAT |v|
Zones Key Management |Manual . _
Cachea Key Settings
Settings Certificate |default.cr1 . —
% SSL Orchestrat Private Key |default key [V t—

) Local Traffic Cancel | Repeat | Finished |

A
E’Q Traffic Intelligence

(* 24) Acceleration
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/dnssec_key/create.jsp

TMSH commands for Key Signing key creation:

TMSH

tmsh create Itm dns dnssec key example.com_ksk key-type ksk certificate-file default.crt key-file default.key

2.2.4.3 Signed Zone

Navigate to: DNS »> Zones : DNSSEC Zones : DNSSEC Zone List
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router1 _t;raru'.hm _example.com 1 T =EN M Common

OMLINE (ACTIVE)
Standalone

DN5 » Zones : DNSSEC Zones : DNSSEC Zone List

% ~ | DNSSEC Zone List

[
T} 1apps
I x Search
@ DNS ‘ (| Status |- Name
Delivery No records to display.
Enable | Disable | Delete..
GSLB
Zones
Caches DNSSEC Zones DNSSEC Zone List (3)
Settings

% S5L Orchestrator
@ Local Traffic

Acceleration

— )
Device Manageme:
=

£2) Network
https://router01.branch01.example.com/tmui/Control/form?__handler=/tmui/dns/dnssec_zone/list&
source=delete_confirm& linked=false& _fromError=false

Create DNS Express zone signed by DNSSEC

Field Value

Name example.com
Zone Signing Key example.com_zsk
Key Signing Key example.com_ksk
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routerD1.branchD1.example.com
10.1 )

] ONLINE (ACTIVE)

| standalone

DNS » Zones : DNSSEC Zones : DNSSEC Zone List »» New DNSSEC Zone...

General Properties: I Basic . example.com

g iavps
Name | example.com
@ DNS State [Enabled [¥]
Delivery Keys
GSLB Active Available
Zones ICommon

Zone Signing Key example.com_zsk

== |
Caches |
==
Settings
Available
<< |
=5y |

{Common
example.com_ksk

Active

@ S5L Orchestrator
Key Signing Key

EE]':] Local Traffic

Acceleratiml Cancel | Repeat | Finished

@ Device Management

E2) Network
TMSH commands for DNSSEC signed zone creation:

TMSH
tmsh create Itm dns dnssec zone example.com keys add { example.com_ksk example.com_zsk }

2.2.4.4 Results

From the CLI on the router01.branch01 BIGIP run tail -f /var/log/ltm

From the Workstation CMD prompt run: “dig example.com +dnssec”
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C:N\Userssuser.EXAMPLE>»dig example.com +dnssec biginl. site2 '.!;' bigip2 sit
<€2>> DiG 2.3.2 <<{>> example.com +dnssec )
: global options: printcmd proLiiln

; Got answer: le: Administrator
5 —>>HEADER<<- opcode: QUERY. status: WOERROR. id: 614

5 flags: gr aa »d; QUERY: 1, AMSWER: 2. AUTHORITY: 2. ADDITIOMAL: 3

; OPT PSEUDOSECTION:
EDMS: version: B, flags: do; udp: 4896
55 QUESTION SECTION: |

;example ..com. IN Gz

;5 ANSYER SECTION: ones : DNSSEC Zone L|

example .com. n s} IN A 18.1.78._288 o
example.com. 608 IN fn 7 2 6AA 2017A725202837 2017671 [l SEUSUES
8202837 64508 example.com. meABjS54Ex3vhrSxnx5¥mlJ+yd+J3RAP4r2P4Nc JyAKZo  NpuFf21 /|
UBp +RFJ?TmoETZMUSHgpAbWwzEY2UUYAkUUmZ 0 ?hrgf Gdpd=Icl6UMgY2./d Hbhx511Q3rrLe+thUhpZ
dHBue DBUm1S K ghBY¥ TxPUf cGDWUCEthCHbe 35RS gqSHMRLOTwCGexBAib /47 hNL6oXJHSnDGNs o GT S ~ke ZW|
gdf 6D 0vk1?Bpt R7gBKJ3IFAPRnA pgs x5 lgendIQLIudnWOGiGa0ZUbAUN4hGd 1yn2 hOxgl, T Ff FERC N et

M8 i HAZh3FrTGtRCTkf z2c00JDKc? +uGzRuFEHhms Y01 4NEK? 2 yPRku== Seamd

55 AUTHORITY SECTION:

example.com. 3688 IN NS dcAl .example .com.

example .com. 3680 IN RRSIG NS 7 2 36D8 2017A725202837 28170
7182082837 64508 example.com. MFjHTouMuAf4Gpu15aFD6eP+C7AR JARZFGKI Rs4G3ullgNU T y4MmN

N28kS QGg2BuwSI? eNnTAv jsmgyAQusdlSvl64@8JE8bM4ile IUTQBMBNAiBSA31 yFi2Cs /Hbh0ZGaR0x1
MI xKFrgkbssNh t501Gq0QI akl #dCLSN4Dmeh6 0 Hsrdz=NxRa?4RFQ1 0QyFhAcKAHgenWT gdohbelsw|
) 0 d L O ) . : O DN 0 0 1 oMo b A AM E B 1 w L b

=

017a7
NpwF
=DETml

2.2.5 Validating Resolver
2.2.5.1 Trust Anchors

Create a trust anchor to validate content in a DNS response.

Using Putty, ssh into router01.branch01 and run the following command:

TMSH
dig dnskey . | grep 257 > /root/dnskey.txt

dnssec-dsfromkey -f /root/dnskey.txt .
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22 routernl

Navigate to: DNS »» Caches : Cache List »> validating-resolver_cache : Trust Anchors

Select the validating-resolver_cache and click “Trust Anchors”

Hostname: gtm1 site1.example.com Date; Jul 21, 2017 User: admin
IP Addre=s: 10.1.10.13 Time: 1:28 AM (CDT) Role: Administrator

|| ONLINE (ACTIVE)
| standalone

(SR Commor

DMNS » Caches : Cache List

#¥ ~ | Cache List Statistics

/vt Statistics
v

r iApps
— I Search'

“s 4 DNS +| + Name Resolver
Delivery [ validating-resolver cache Walidating |
GsLB Delete... |
Zones . T . . "

om Eliek "validating-reselver_eache"

Settings atistics

{*3 SSL Orchestrator

i %) Acceleration

— Device Management

1 Network

[B%] system

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/trust_anchor/list.jsp?name=
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%2FCommon%:2Fvalidating-resolver_cache&tab=dns_cache_validating_config

gtm1 site1 .example.com

| OMLINE (ACTIVE)
| standalone

Trust Anchors Add... |
@ DNS | Trust Anchor
Mo records to displa

GsLB RB_ITIWEI
Zones Click "Trust Anchors” Click "Add"

Caches

Setlings
% S55L Orchestrator
( %) Acceleration
% Device Management

£ Network

[2%] system

For each line of output from the preceding command create a “Trust Anchor”
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DNS » Caches : Cache List

Add Trust Anchor

I Trust Anchor I . IN DS 12036 & 1 B255BD09DCEDD59F0EOFODE541B3323D0936DFEE

Cancel| Repeat Finishedl

2|

1z

o,

# router0l

Hobo— o— o

e wvalidating-res

H o= = —

[
[
[
[
[

DMNS » Caches : Cache List » Trust Anchors : validating-resolver_cache
5~ Properties Trust Anchors DLV Anchors Local Zones Forward Zones Response Policy Zones

Statistics =

Trust Anchors Add... |

+'| | Trust Anchor

i1 IN DS 19036 8 1 B256BD09DCEDDSIFOENFODE541B83280DI860FEE

[ .IN DS 19036 & 2 49AAC11D7BEFG446702E54A1607371607A1A41855200FD2CE1CDDE32F24ERFBS
] .INDS 20326 & 1 AE1EASBOT4DACASABTA0BD03IEICEDTEBFCED1724

[0 1N Ds 20326 8 2 EDGD44B20BAF1D39A05C0BODTCE5D02458E830409BBCHE83457104237CTFRECAD

Remove |

tmsh modify ltm dns cache validating-resolver validating-resolver_cache trust-anchors
—replace-all-with { ". IN DS 19036 8 1 B256BD09DCSDD59FOEOF0D8541B8328DD986DF6E" ". |
—IN DS 19036 8 2 49AAC11D7B6F6446702E54A1607371607A1A41855200FD2CE1CDDE32F24E8FBS" ".
— IN DS 20326 8 1 AE1EA5B974D4C858B740BDO3E3CED7EBFCBD1724" ". IN DS 20326 8 2,
—E06D44B80B8F1D39A95C0BOD7C65D08458E880409BBC683457104237C7F8EC8D" '}
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2.2.5.2 Modify DNS Profile

In order to activate the new “Validating Resolver”, modify the DNS profile example.com_dns_profile.
Navigate to: DNS »> Delivery : Profiles : DNS

Hostnal router(1.branchD1_example com
|P Adldr 0.1.10.31

OMLINE (ACTIVE)
5 Standalone

DNS » Delivery : Profiles : DNS
s ~ | DNS Protocol

Selecta-@xample.com dns_profile~—

| Wizards ‘- Mame
it dns
@ DNS
[ examplecom_dns_profile
NNS (O]
3
otocol
iRules Other

Translation

Mameservers

% SSL Orchestrator
Keys

ﬁ:j’j Local Traffic

o

'QS Traffic Intelligence
m Acceleration

Select the profile “example.com_dns_profile”

Modify the DNS profile to activate the new validating-resolver_cache.
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router01.branchl1.example.com . 7 User. admin
1.10.31 OT) Adminisirator

| ONLINE (ACTIVE)

DNS » Delivery : Profiles : DNS » Properties ample.com_dns_profile

) 1anps
General Properties
|=|| Wizards Name example.com_dns_profile
Partition / Path Common
@ DNS
Parent Profile dns
Delivery
GSLB Denial of Service Protection
Rapid Response Mode IDisabIe{j .V
Zones = V]
Caches Rapid Response Last Action Drop
Settings Hardware Acceleration
Protocol Validation Disabled
@ 551 Orchestrator
Response Cache |Disableﬂ .
Eﬁj Local Traffic " . . "
ONS Features Select the =validati ng;resolver. cache
o0, -
:I% Traffic Intelllgence DNSSEC IEnab'ed .
If-- j% CEE TR GSLB Enabled
DNS Express |Enabled .
fjj] Access
DNS Cache Enabled

@ Device Management

| validating-resalver_cache

DMS Cache Mame

L£2) Network DNS IPvE to IPv4
Unhandled Query Acfions Allow v
System |
Use BIND Server on BIG-IP Disabled
DNS Traffic
Zone Transfer |Disabled .
DNS Security IDisabIed .
DNS Security Profile Name Select...

Logging and Reporting

Process Recursion Desired |Enabled .

Logging Enabled
Logging Profile |example_dns_logging_profile
ANVR Statistics Sample Rate Enabled 1/ I 1 queries sampled
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/profile/dns/properties.jsp?name=
/Common/example.com_dns_profile

TMSH

tmsh modify Itm profile dns example.com_dns_profile cache validating-resolver_cache

2.2.5.3 Results

From the CLI on the router01.branch01 BIGIP run
tail -f /var/log/ltm
From the Workstation CMD prompt run: “dig ghghghghg.com”

3 nmand Prompt =]

Uzerssuzer EXAMPLE>
Users~user ERAMPLE >
Users~user . ERAMPLE >

G :“Users user.EfAMPLE>diy ghghghghg.com

<> DiG 2.3.2 <{<{>> ghghghghg.comn
glohal options: printcmd
Got answer:
—>>HEADER<<— opcode: QUERY. status: WADOMAIN. id: 1644
flags: ogr rd ra; QUERY: 1, AHSWER{ A.)AUTHORITY: 1. ADDITIOMAL: A

5 QUESTION SECTIOM:
ghghghghg .com.

53 AUTHORITY SECTION:
com. 8068 IN S0A a.gtld-servers.net. nstld.verisi
gn—grs.com. 1588763251 18898 900 6@4800 B6400

3 Query time: 124 msec
SERUER: 18.1.70._2080H#53¢18.1.70.2088>
WHEN: Sat Jul 22 17:441:25 2817
MS8G SIZE wcud: 184

C:sUserssuser . EXAMPLE>

rple.com ogid

ple.com oid

From the Workstation CMD prompt run: “dig google.com”
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C:slserssuser.EXAMPLE>
C:sUserssuser EXAMPLE>
C:sUserssuser . EXAMPLE>
HC:-~Uzerssuser. EXAMPLE>
C=N\Userssuser.EXAMPLE}dig google.com

<€2>> DiG 2.3.2 <<{>> google.com
global options: printcmd
Got answer:

—>>HEADER{<— opcode: QUERY., status:-WOERROR.

flagz: gr »d ra; QUERY: 1. ANSUER:

E;; QUESTION SECTION:
sgoogle _com. IN
3o ANSWER SECTION:
woogle.com. 388 IN
Query time: 77 msec
SERUER: 18.1.70.280#53¢1A.1.78.2688>

WHEN: Sat Jul 22 17:3%:11 2817
MSG SIZE rcud: 44

C:xlserssuser. ERAMPLE>

er0l info tmm[l

id: 448

AUTHORITY: 8. ADDITIONAL: @

216.58.218.238

1.branchll.example.com gid

ample.com gid

From the Workstation CMD prompt run: “dig dnssec-deployment.org +dnssec”
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C:sUserssuser.EXAMPLE>dig dnssec—deployment.org +dnssec

<<>» DiG 2.3.2 <<>> dnssec—deployment.org +dnssec

global options: printcmd

Got answer:

—>>HEADER<<{— opcode: QUERY, status: NOERROR. id: 1568

flags: gr vd ra ad; QUERY: 1, ANSWER{ 2.)AUTHORITY: 6. ADDITIONAL: 1

OPT PSEUDOSECTION:
EDMS: verzion: B, flags: do;: udp: 48%6
QUESTION SECTION:

nssec—deployment .oryg. IN A

;5 ANSWER SECTION:

dnssec—denloyr t-org. 294 IN A 46.43.37.18
dnssec—deployment .org. 294 IN RREIG A5 2 388 20178801204001 2017874
BZB4801 36518 dnssec—deployment.org. fceSC4irvEKmApBc+39r¥tx+tilzp?cPhel /MRUeGP?gun
WNMEGNFEuJuwll +eBsy6oNRNU1B4malW7vY@bmudkgsET20kUCc EPO0O/BzY " RFPHmzBsG5N Bxhg+BLe i
MUY p/gh+DX At GQUHuMgn6Z30eqD4Ut 6 FJEc LuyGEDBc RYNE yBc =

S

55 AUTHORITY SECTION:
dnssec—deployment.org. 2974 IN nzl.seal.afilias—nst.info.
dnssec—deployment .org. 294 IN nsl.mial.afilias—-nst.info.

dnssec—deployment.org. 294 nsl.yyzl.afilias—nst.info.
dnssec—deployment.org. 294 nzl.hkgl.afilias—nst. 1nfo.
dnssec—deployment .org. nzl.amsl.afilias—
dnssec—deployment .org. NS 5 2 308 281708

13:07:46 routerl i1 3]: 7 f145 0 rol.branchil.e om oid
o 10.1.71.11 : H iew none: H C 7 ' Lo+ (10.1.70.

From the Workstation CMD prompt run: “dig dnssec-failed.org +dnssec”
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C:slUserssuser . ERAMPLE>dig dnssec—failed.org +dnssec

<<>> DiG 9.3.2 <<{>> dnssec—failed.ory +dnessec
globhal options: printcmd
G

ot answer:
—>>HEADER<<— opcode: QUERY, statv4: SERUFAIL, id: 635
flags: gr »d ra; QUERY: 1. ANSWEN: 9O, AUTHORITY: A, ADDITIONAL: @

QUESTION SECTION:
nesec—failed.org. IN

Ear

Query time: 15 msec

SERUER: 1P8.1.70_200#53¢108_1._.70._2808>
WHEN: Thu Jul 280 11:49:38 2817

MS8G SIZE wcud: 35

C:sUserssuser. ERAMPLE>

routerdl.branchil. e

http://www.internetsociety.org/deploy360/resources/dnssec-test-sites/

Configure a validating resolver cache on the BIG-IP® system to recursively query public DNS servers,
validate the identity of the DNS server sending the responses, and then cache the responses.

After completing this lab students will entirely offload DNS queries from internal masters.
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Moving DNS services onto the F5

means that no DNS requests will ©

reach the internal DNS servers.

rrarrarraern

DNS1 Listener: 10.1.70.200

O
branch_vlan
O

IP=10.1.7131
DNS51 = 10.1.70.200
DN52 = 10.1.70.210
GW=10.1.71.1

Workstation

ispl_internet_vlan

DMNS2: Listener: 10.1.70.210

OI-—i.

ad_vla

1o
-

O DCO1

DCO2

Root Nameservers

Remote Office

n

IP =10.1.70.200
GW =10.1.701

IP = 10.1.70.210
GW =10.1.70.1
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-JoV nameservers

The BIG-IP firewall validates the o
DNSSec identity of the signed queries

Remote Office

_-._

- 5 . e ) =LA T . EIGdR 00 SERES - -
- = e -muam - - S -

branch_vlaﬁ O ad_vlan
Q 1o
o fo| ™ =
o] .
whitehouse.gov O DCO1
°|_-
DC02

Workstation

Navigate to DNS »> Caches : Cache List
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router01_branchD1.example.com

OMLINE (ACTIVE)
Standalone

DMNS » Caches : Cache List

i -~ Cache List

@ DNS * Name

Mo records to display.

GSLB Delete. .. |

Statistics

ﬁ Acceleration

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/list.jsp

Create a validating resolver cache according to the table below:

Field Value

Name validating-resolver_cache
Resolver Type Validating Resolver
Answer default zones Checked - Enabled
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General Properties

Answer Default Zones

Enabled —

Mame | validating-resolver_cache _
REesolver Type |‘-.falida1ing Resolver —
Route Domain Name 0
DNS Cache
Message Cache Size I 1048575 bytes
Resource Record Cache Size | 10435760 bytes
Name Server Cache Count | 16536 entries
DNSSEC Key Cache Size | 1048576 bytes

Root Hints (Opiional: Leave blank
for defaults)

RRSet Rotate none
DNS Resolver
Use IPv4 Enabled
Use IPvG Enabled
Use UDP Enabled
Use TCP Enabled
Max. Concurrent UDP Flows | 3192
Max. Concurrent TCP Flows | 20
Max. Concurrent Queries | 1024
Unsolicited Reply Threshold | ]
Allowed Query Time | 200
E:ggumize Cluery Character Enabled
I Aﬂdresa:l

_Add |

2.2. Security

Belete '|

205

DMNSSEC Validator

| Eroafadrb Lo

| o] Crablod



Reference Architecture Documentation

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/create.jsp

TMSH

tmsh create Itm dns cache validating-resolver validating-resolver_cache answer-default-zones yes

https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-services-implementations-12-1-0/
7.html#guid-d4548549-b4e2-4dae-9ada-3eal0eb84cif

2.2.6 RPZ

Response Policy Zone will be turned on to stop clients from trying to resolve blacklisted domains.

RPZ Feed:
Spamhaus
SURBL
Z
Users trying to reach blacklisted
domains will be sent to a D .
“\Walled Garden” Of |ispj_internet_vlan

branch_vlan O ad_vlan
te] www.guns.com IN A 10.1.70.21 o
O o ) —
o Www.guns.com
0 DCO1
Garden IP
M [ _/
araen
DC02

Windows Workstation

https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-services-implementations-12-1-0/
8.html

2.2.6.1 Zone Runner

Customers will subscribe to their RPZ vendor of choice.
Use Zonerunner to create a custom RPZ zone for our lab.

Navigate to DNS »> Zones : ZoneRunner : Zone List
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/globallb/zfd/zone/create.jsp

router01_branchD1.example.com
10.31

103

|| ONLINE (ACTIVE)

Caches

Settings

% SSL Orchegy fraig

View List named Configuration

Find Zones
View Name
Zone Name I * Searchl Reset Searchl

Z
ones | + Zone Type | = View Name | Resource

DNSSEC Zones

ZoneRunner

.~ Resource Record

List
— EEENENCE

() Local Traffic

Acceleration

@ Device Management

£ Network
System

Wiew List

named Configuration

Create a zone according to the following table:

Field Value

View Name external

Zone Name rpz.example.com

Zone Type Master

Zone File Name db.external.rpz.example.com
Options also-notify { ::1 port 53583; };
TTL 300

Master Server

router01.branch01.example.com.

Email Contact

hostmaster.example.com.

NS Record: TTL

300

NS Record: Nameserver

router01.branch01.example.com.

Create A Record

Checked - Enabled

A Record: IP Address

10.1.71.1

2.2. Security
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General Properties

View Mame |extema| : — |
Zone Name | rpz_example com |
———r No dot at the end
Zone Type Master i"\" \ \ |
Configuration I
I Records Creation Method |Manual |
‘ Zone File Name | db.external.rpz_example.com |
allow-update | localhost; }:
also-notify { ::1 port 5353; }:
Options
Create Reverse Zone Ul Enable |
Dots at the end
Records Creation r, i |
TIL | 200
Master Server | router01 branch01 example.com.
Email Contact | hostmaster example.com.
Serial Number |201?0‘.’1Bﬂ1
SOA Record
Refresh Interval | 10800
Retry Inferval [ 3600 '
Expire | 604300 / [Seconds|v|
Negative TTL | 86400 / [Seconds|v|
L | 300
NS Record
Nam&sewerl router01.branch01.example.com.
Create A Record Enable
A Record IP Address | 10.1.71.1

Navigate to: DNS »> Zones : ZoneRunner : Resource Record List

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/globallb/zfd/record/create.jsp
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router01.branch01.example.com Partition: ]

| ONLINE (ACTIVE)
| standalone

DMNS » Zones : ZoneRunner : Resource Record List

¢+ » Resource Record List ne List View Lis amed Configuration

Find Records
@ DNS View Name Al
Delivery Zone Name |All Zanes (Select a View to search a specific zong)| |
GSLB Type All
Zones Name I .
Caches
RDATA

Setings Search | ResetW
g% SSL Orchestrator

() Local Tramic

Acceleration

@ Device Management

Create a resource record according to the following table:

Field Value

View Name external

Zone Name rpz.example.com

Name *.guns.com.rpz.example.com.
TTL 300

Type CNAME

CNAME
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Record Configuration

‘ View Mame external | v

‘ Zone Name MpZ.example.com. |
Mame * guns.com.rpz.example.com.
TTL 300
Type CNAME | ¥ | < m—
e <«— Period

router(1_branch01. example com
10.1.10.31

| OMLINE (ACTIVE)
| standalone

DMS » Zones : ZoneRunner : Resource Record List

4+ ~ | Resource Record List | Zone List View List named Configuration

Find Records
@ DNS View Name \ All
Delivery Zone Name | All Zones (Select a View to search a specific zone)| v |
GsLB Type All
Zones Mame I *
Caches
RODATA
Setlings
Search | Reset Search | Create "
r4
& 55L Orchestrator CIICk sear h
o] | - Name v““ Name v ZuneName A
Local Traffic
Eﬁj O *.guns.com.rpz.example.com. extemal rpz.example.com. 3a
C_' ’lj Acceleration O rpz.example.com. external rpz.example.com. 3a
‘ O rpz.example.com. external rpz. example.com. aa
Device Management Delete.__ |

E=) Network

2.2.6.2 Name Server

Navigate to DNS »> Delivery : Nameservers : Nameserver List
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router01.branch1.example.com

| ONLINE (ACTIVE)
| Standalone

B ST ons 5 Delive

5 -~ Nameserver List
I

f x Search|

‘AName |¢Ad¢Bss‘er|¢TSIGKa
Listeners
GSLB Profiles
Zones Load Balancing
Caches iRules
Settings Translation

Mameservers » | Mameserver List G-)

% S$5L Orchestrator
Statistics

E@ Local Traffic
(© 24) Acceleration
% Device Management

&) Network
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/nameserver/list.jsp

Create a nameserver according to the following table:

Field Value
Name localhost
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router(1. branch(1.example.com

0.1.10.31

| OMLINE (ACTIVE)
| Standalone

g tAors Name [locainost  f——
@ DNS Address | 127.0.0.1
Delivery Service Port |53 [Cther:
GSLB
Configuration
Zones
Route Domain [i
Caches
TSIG Key |Ncne .
Settings

Cancel | Repeat | Finished |

(33 SSL Orchestrator
() Local Traffic

(© %) Acceleration

£ Device Management

£2) Network

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/nameserver/create.jsp

TMSH

tmsh create Itm dns nameserver localhost { address 127.0.0.1 tsig-key none }

2.2.6.3 DNS Express

Navigate to DNS »> Zones : Zones : Zone List

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/zone/create.jsp
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| ONLINE (ACTIVE)
| standalone

DMNS » Zones : Zones : Zone List

g . Zone List Statistics
I

E ve I ® Ml:hl

y4 DNS ‘AName

I:RnspmsePui:ﬂ:PaﬁﬁmfPaﬂn

No records to display.

Delivery

GSLB

Statistics

Caches

Settings
% S5L Orchestrator
) Local Traffic
! #4) Acceleration
% Device Management

&2) Network

Create a DNS Express zone according to the following table:

Field Value

Name rpz.example.com
Server localhost

Allow NOTIFY From 127.0.0.1
Response Policy checked

2.2. Security

213



Reference Architecture Documentation

router(1.branch(1.example.com

10.1.10.31

| OMLINE (ACTIVE)
| Standalone

S I MName | rpz.example.com _
@ Lt DNS Express

Delivery Server |localnost -+ —

GSLB Availability Unknown

Zones State

Caches Notify Action Consume| |

— acdress 127007 x| /Add]
% R e 127001 of——

Allow NOTIFY From

@ Local Traffic

(%) Acceleration L1

Verify Motify TSIG D—
g UESEE DR Response Policy —_—
£ Network Zone Transfer Clients
Active Ayailable
System [Common
Nameservers <= dc01.example.com
localhost
==
TSIG

Server Key |Nene .

TMSH

tmsh create Itm dns zone rpz.example.com { dns-express-server localhost response-policy yes dns-
express-allow-notify add { 127.0.0.1 } dns-express-notify-tsig-verify no }

2.2.6.4 Local Zone

Navigate to: DNS »> Caches : Cache List

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/list.jsp
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| ONLINE (ACTIVE)
! Standalone

DNS » Caches : Cache List
# ~ Cache List Statistics
A
5 IAppS
r r x Sean:hl
@ DNS ‘ * Name
Delvery [] transparent_cache
3515 [ validating-reso ﬁr_cache
Zones _Dekte.. | Click<validating-resolver. cache

Statistics

Settings
% S5L Orchestrator
() Local Traffic
(" ) Acceleration
% Device Management

£2) Network
Select validating-resolver_cache, click “Local Zones”, and click “Add”
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/local_zone/list.jsp?name=
%2FCommon%:2Fvalidating-resolver_cache&tab=dns_cache_config
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router(1.branchi example.com
10.1.10.31

| OMLINE (ACTIVE)
| standalone

DNS s Caches : Cache List .

Local Zones
_—— A

Local Zones

Delivery | v ‘ Name
GSLB Mo records to display. . X .
, Select-Local'Zones>———
ones Delete... | :
Then click~Add~
Caches
Settings

(3 SSLOrchestrator
() Local Traffic

(" 24) Acceleration

=) Device Management

&2) Network

Create a local zone entry according to the following table:

Field Value

Name sorry.example.com

Type Static

Records sorry.example.com. IN A 10.1.71.21
Local Zone

I Name  See— [ sorry.example.com qfm——— “dot™ g_l!b_,g @ﬂg !,!,
Type — | Static

| sormy.example.com. IN A.1El.1.?1.21| ® Md'

ﬁ somy_example com. IN A 10.1.71.21

Records \ There i

=

(nowm
([ —

a “dot” at the end

@

Delete

TMSH commands for router01.branch01:

tmsh modify ltm dns cache validating-resolver validating-resolver_cache local-zones {
—{ name sorry.example.com records add { "sorry.example.com. IN A 10.1.71.21" } type,

—static } F (continues on next page)
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(continued from previous page)
]

2.2.6.5 Walled Garden
Navigate to: DNS »> Caches : Cache List
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/list.jsp

Click “validating-resolver_cache”

router01. branchi1.example com

| ONLINE (ACTIVE)
| standalone

DMNS » Caches : Cache List

s ~ Cache List Statistics

@ DNS ‘ = Name
Delivery [0 transparent_cache
GsLB W‘w
Fones [oeice. | Click<validating-resolver. cache

Settings Statistics

% S5L Orchestrator

() Local Traffic

( %) Acceleration
% Device Management
&2 Network

Select validating-resolver_cache, click “Response Policy Zones”, and then click “Add”

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/rpz/list.jsp?name=
%2FCommon%:2Fvalidating-resolver_cache&tab=dns_cache_config
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D J Use: i o
router01 branch01.example com D . er admin Parfition:

0.1.10.31 ) Role: Adminisirator

]| ONLINE (ACTIVE)

DNS » Caches : Cache Lis|

% - | Properties Loca Response Policy Zones | Statistics
— —
e Response Policy Zones ﬂl
@ DNS |AName |¢m|¢\u¢ledsarden|¢mgsamstat50nw ition / Path
Delivery No records to display. I G ________ ]
ssis Dece.|  Click “Response Policy Zone®  Click “*Add*
Zones
Caches
Settings

{33 ssL orchestrator
() Local Traffic

(73%) Acceleration

== Device Management

Create a local zone entry according to the following table:

Field Value

Zone rpz.example.com
Action Walled Garden
Walled Garden sorry.example.com
Response Policy fone

Zone ﬁt rpz.example.com
Action ﬂ Walled Garden
Walled Garden _){ sorry example com|v|

Logs and Stats Only ||:|

TMSH commands for router01.branch01:

TMSH

tmsh modify Itm dns cache resolver validating-resolver_cache response-policy-zones add ({
rpz.example.com { action walled-garden walled-garden sorry.example.com } }
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2.2.6.6 Results

From a Workstation command prompt run “dig www.guns.com”

e Command Prompt M=]

C:xlserssuser . EEAMPLE»dig www.guns.com

€2 DAG 2.3.2 << wyw.guns.com G'ont'roverSial uu

global options: printcmd

Got answer:

—>>*HEADER<<— opcode: GQUERY, status: WOERROR, id: 1856

flags: gr »d ras; QUERY: 1. ANSWER: 2. AUTHORITY: 1. ADDILIOMAL: @

55 QUESTIOM SECTION:
WL QUNS . COMm . IN

;5 AMSYWER SECTIOM:
LI . QUNE - COM . 38a IN CHMAME sorry.example .com.
soprry.exanple .com. 3688 IN 1] 18.1.71.21

55 AUTHORITY SECTIOM:
rpz.-.example..com. 388 IN S0A routerdl . branchBl .example.com.
ostmaster.example.com. 20178713602 1686860 31680 6048080 86480

33 Query time: 15 msec

5 SERVER: 18.1.70.200#53¢18.1.78.2608)>
55 WHEN: Thu Jul 13 18:29:34 2817

55 MS8G SIZE wcud:- 157

C:Usersuser. EKAMPLE>

Try running additional dig commands to verify that other domains still resolve as expected.

dig www.f5.com

2.2.7 URL Categorization

Configure DNS queries filtering based on the category of the requested domain. This will be done with
using F5 iRules and built-in categorization database.
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O
ispl_internet_vlan

News_and_Media Category Disallowed

Remote Office

walledgarden.example.com ¢
IN CNAME 10.1.70.21

O
branch_vlan

o

o]

WWW.CNN.com 0 DCO1

Workstation

2.2.7.1 Create an iRule

Navigate to: DNS »> Delivery : iRules : iRules List

220 Chapter 2. DNS



Reference Architecture Documentation

router01_branchD1.example.com
10.1.10.31

ONLINE (ACTIVE)
Standalone

DMS » Delivery : iRules : iRule List

% - | iRule List

f

‘erificati

|

@ DNS ‘AName

l Delivery Listeners

g MNone

eSupport_OA_BasicAuth [# ] F5 Verified

Profiles
eSupport_OA_NtmAuth [#7] F5 Verified
Zones Load Balancing
A S rn At halear =il F5 Veriﬁed
Caches iRule List O)
F& Vernified
! i o )
Settings ranslation ata Group List F5 Verified
iFile List .
% SSL Orchestra\ — FS Verified
Statistics F5 Verified
@ Local Traffic i ,_auth_| |2 || F& Verified
7t _sys_auth_radius = 1| F& Verified
Acceleration
i1 _sys_auth_ssl_cc_ldap ||| F& Verified
Device Manageme#] i _sys_auth_ssl_cridp = 1| F5 Verified
i _sys_auth_ssl_ocsp |2 || F& Verified
=1 Network

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/rule/list.jsp

Create new iRule, copy the content below and paste it.

B B B N = T I I B R IR |

Field Value

Name DNS-query-filtering

when RULE_INIT {

# Set categories to block for DNS hosts

set static::blocked_categories {
/Common/Bot_Networks
/Common/Spyware
/Common/Malicious_Web_Sites
/Common/Adult_Content
/Common/Sex

# CONFIGURATION

# Check all requests by default

set static::request_check 1

# If the category returns as blocked, return NXDOMAIN (1)
# Otherwise if (0), return a statically defined IP address
set static::request_return_nxdomain 0

(continues on next page)
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(continued from previous page)

set static::request_redirect_to "10.1.71.21"
# Toggle for debug logs
set static::request_debug 1

when DNS_REQUEST {
if { Sstatic::request_check } {

set lookup_category [getfield [CATEGORY::lookup "http://[DNS::question name]"] "
" 1]

if { [lsearch -exact $static::blocked_categories $lookup_category] >= 1 } {

if { S$static::request_debug } {
log local0O. "BLOCKED: Category $lookup_category matching [DNS::question,,

—name] is filtered."

}
DNS: :answer clear
if { S$static::request_return_nxdomain } {
DNS::header opcode QUERY
DNS: :header rcode NXDOMAIN
} else {
if { [DNS::question type] equals "A" } {
DNS::answer insert "[DNS::question name]. 111 [DNS::question class],
— [DNS::question type] $static::request_redirect_to"
}
}
DNS::return
} else {
if { S$static::request_debug } {
log local0l. "Category $lookup_category matching [DNS::question name] is not_
—~filtered"
}

TMSH commands for router01.branch01 (Make sure you use text editor to copy content above and paste it)

TMSH

tmsh create Itm rule DNS-query-filtering

2.2.7.2 iRule assignment

Repeat the following steps for all 4 DNS listeners.

Navigate to: DNS »> Delivery : Listeners : Listener List
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router(1_branch1.example com
1

OMLINE (ACTIVE)
Standalone

Local Traffic » iRules : iRule List

1+ ~ IRule List

L 1§ Search'
@nns |AName |=Veﬁﬁcaﬁon s
Listener List @ F5 Verified 1]
o F5 Verified 4]
GSLB Profiles Statislics
SO L ITETpET == F& Verified 5
Zones Load Bélancing
upport_main |71 F5 Verified 5
Caches iRWes
_SAML_BasicAuth =1 F& Verified ]
Settings ranslation
g c [ F5 Verified 5
Mameservg )
% 5§51 Orches te |71 F5 Verified i3]
Key [ | F5 Verified 5
() Local Traffic i _sys_auth_radius [©] F5 Verified i
_sys_auth_ssl_cc_ldap =1 F& Verified ]
Acceleration
_sys_auth_ssl_cridp 21| F5 Verified ]
Device Managemsgny i _sys_auth_ssl_ocsp =1 F5 Verified | 14]
i1 _sys_auth_tacacs 2| F5Verified 4]
=) Network

Navigate to the listener DC01_udp_virtual

DMS » Delivery : Listeners : Listener List

4 - | Listener List Statistics

1§ % Searchl Create...

|¢Slate‘¢ﬂame ADesﬁnatbn|¢Pmd‘¢Paﬁibanath

[] Enabled DCO1_fcp virtual 10.1.70.200 TCP Caommon

Enabled DCO1_udp_virtual 10.1.70.200 UDP Common
] Ena —he vt 10.1.70.210 TCP Common
[] Enabled DC02 udp virtual 10.1.70.210 UDP Common

Enable | Disable | Delete... |

Navigate to iRules section
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DNS » Delivery : Listeners : Listener List :» Pronertiez - DC01_udp_virtual

1+ ~ Properties Load Balancing iRules Statistics [Ed|

e —

General
Name DCO1_udp_virtual
Partition Commaon
Description | |
State Enabled
Listener: |Advanced
Type:
SR ype: (@ Host O Network
Address:| 10.1.70.200
Senvice Port [ons 53
WLAN Traffic Enabled on...
Selected Available
ICommon [{Common
VLANs and Tunnels branch01_vian =3 | AD_vlan ~
external_vlan
== | hitp-tunnel L
ispi_site1_vlan
Source Address Translation None
Address Translation ClEnabled
Port Translation [l Enabled
Route Advertisement [ Enabled

Navigate to Manage

DNS » Delivery : Listeners : Listener List »» iRules : DC01_udp_virtual

7% - | Properties Load Balancing iRules Statistics (]|

Statistics
Statistics Profile None
Update

iRules ( Manage. . |:
MName

No records to display.

https://router01.branch01.example.com/tmui/Control/form?___handler=/tmui/dns/listener/irules& _source=Manage... & lin

Highlight DNS-query-filtering iRule and move it to Selected column
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DNS » Delivery : Listeners : Listener List »» Properties : DC01_udp_virtual
o~

Properties

Load Balancing iRules Statistics

iRule Management

Selected Available
~
iRules _sys_APM_ExchangeSupport_OA_BasicAuth
>>| _sys_APM_ExchangeSupport_OA_NimAuth W
_sys_APM_ExchangeSupport_helper
U|]| Duwn'
Update

TMSH commands for router01.branch01

TMSH

tmsh modify gtm listener all rules { DNS-query-filtering }

2.2.7.3 Results

From the CLI on the router01.branch01 BIGIP run
tail -f /var/log/Itm

From the Workstation command prompt run “dig example.com” and check for the results
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mmand Prompt

422 DiG 2.3.2 <<>> example.con

global options: printcmnd

Got answer:

—>»>HEADER<<{— opcode: QUERY, status: NOERROR, id: 116

flags: gqr aa »d; QUERY: 1. AMSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

;5 QUESTION SECTION:
sexanmple ..com. IN

;5 ANSWER SECTION:
example.com. 4515} IN 18.1.78.2808

;; AUTHORITY SECTION:
example .com. 3608 IN dcBl .exanple.com.

;; ADDITIONAL SECTION:
dcBl .example .com. 3688 IN 18.1.78.26808

Query time: 31 msec

SERVER: 1A8.1.78.20@8#53C1@8.1.78.280>
WHEN: Tue Jul 18 22:86:35 2817

MSG SIZE rcvd: 80

C:slUserszsuser. EXAMPLE>

quUEr
Eule
filtered
chOl.

Update | Delete

From the Workstation command prompt run “dig porno.com” and check for the results
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mmand Prompt _ O]
C:slserssuser.
C:s\lserssuser.
C:slserssuser.
C:slUserssuser.
C:\Userssuser. EXdig porno.com

42> DiG 9.3.2 {{>> porno.com

glohal options: printcmd

Got answer:

—»>HEADER<<{— opcode: QUERY. status: NOERROR
flags: gr vd; QUERY: i, ANSUWER: i, AUTHORIT

57 QUESTION SECTION:
;POrnNo.com. IN

, Ad: 2037
¥Yf B.) ADDITIONAL:

55 ANSUER SECTION:
PoOrNo.com. 111 IN 18.1.71.21

Query time: 31 msec

SERUER: 1@8.1.70.200#5%3¢10.1.78.2808>
WHEN: Tue Jul 18 22:89:13 2817

M8G SIZE rcud: 43

C:xlUzerssuzer.  EKAMPLE>

erdl.h
+ (10.1.
r—filtering

Update | Delete

Navigate to: DNS »> Delivery : iRules : iRules List
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router01_branchD1.example.com

ONLINE (ACTIVE)
Standalone

DNS » Deliv : iRules : iRule List

% - | iRule List

Verification *

@ DNS ‘AName

l Delivery Listeners

g MNone

=Support_OA_BasicAuth =1 F5 Verified
Profiles PROM_IA =

eSupport_OA_NtmAuth [#7] F5 Verified

Zones Load Balancing
PEomesn b lss oL F5 Verified
Caches iRule List O)
F& Vernified
Settings ranslation Data Group List

F& Verified

B B B N = T I I B R IR |

iFile List .

% SSL Orchestra\ — FS Verified
Statistics F5 Verified
) Local Traffic : #Eys_auth_Idap ] F5 Verified
_sys_auth_radius = 1| F& Verified

Acceleration
_sys_auth_ssl_cc_ldap ||| F& Verified
Device Managemef _sys_auth_ssl_cridp |21 F5 Verified
i _sys_auth_ssl_ocsp |2 || F& Verified

=1 Network

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/rule/list.jsp

Click on the DNS-query-filtering iRule and add new filtering category “News_and_Media”
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DNS » Delivery : iRules : iRule List »» Properiies : DNS-query-filtering

1 -~ Properties Statistics [

Properties
Name DMS-guery-filtering
Partition f Path Common

1 - when RULE_INIT {

2 # Set categories to block for DNS hosts
3+ =zet static::blocked_categories {

4 S Common/Bot_Metworks

= fCommon/Spyware

[ /Common/Malicious_lkleb_Sites

i JCommon/Adult_Content

a8 C ons Sex
/Common/News_and_Media >

13 # CONFIGURATION

o 14 # Check all requests by default

Definition 15 set static::reguest_check 1

16 # If the category returns as blocked, return NXDOMAIN (1)
17 # Otherwise if (@), return a statically defined IP address
18 zet static::request_return_nxdomain @

19 set static::request_redirect_to "16.1.71.21"

28 # Toggle for debug logs

21 set static::request_debug 1

24
25 = when DNS_REQUEST {
26~ if { fstatic::reguest check } {
[ Iwrap Text
[ show Print Margin

lanore Signature/Checksum M

From the Workstation command prompt run “dig cnn.com” and check for the results
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[¢+]Command Prompt =]

C:slserssuser.
C:slUserssuser.
C:xlUseprzsuser.
C:ulsepzuser.
C:slserssuser. PLE>dig cnn.com

€<2> DiG 2.3.2 <<>> cnn.com

; global options: printcmd

; Got answer:

5 —>>HEADER<<- opcode: QUERY. status: NOERROR, id: 13976

; flags: gr »d; QUERY: 1. ANSWER: 1. AUTHORITY: 9.\ ADDITIONAL: @

;: QUESTION SECTION:
5CNN.com. IN

;: ANSWER SECTION:
cnn.com. 111 IN 1i8.1.71.21

Query time: 31 msec

SERVER: 18.1.78.20@453¢1@.1.78.2808>
UHEN: Tue Jul 18 22:15:27 2817

MEG SIZE w»cwd: 41

C:sxlUserzsuser. EXAHNPLE>

nple.com
(10.1.
ilter

ter0l.branchil
111 IN & 10.1.

Update | Delete

2.2.8 Title

Here’s some stuff.
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EXAMPLE INC. occupies two datacenters. Each
datacenter is identically configured with:
- HA pair of F5 ADC
- Standalone F5 DNS
- Application Servers

ISPB.SITE2 = 198.51.100.0/24

ISPASITEL = 203.0.113.0/24

SITE1

o]
appl_vlan: 10.1.30.0/ appA _vlan: 10.1.40.0/24
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